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Social 
engineering
Is your practice prepared?

BY GINNY ADAMS, RN, BSN, MPH, CPHRM

The human element is a key factor in cyber and 
computer network operations, and it is the 
most unpredictable factor in cybersecurity. 

Patient records contain a wealth of personal 
information, and many hackers have learned 
to trick unsuspecting health care employees 
into helping them plan and execute their data 
breaches through “social engineering,” defined 
in information security terms as the art of using 
influence or manipulation to trick targets into 
giving up confidential information or access to an 
organization. Cybercriminals will often use social 
engineering tactics as a first step in gaining access 
to privileged information because it is generally 
easier to exploit human weaknesses than to breach 
network or software vulnerabilities.

According to the 2016 Healthcare Industry 
Cybersecurity Report (Information Security Media 
Group), health care ranks 15th out of 18 industries 
in social engineering. This is a clear reflection of 
the vulnerability of health care organizations to 

Blockchain technology to page 124

Blockchain technology
The future of medical innovation

BY DAVID R. BROWN, MD, FACE; JOEY WILSON, MS; CHARLIE HU, MSC; AND 
DOUGLAS CORLEY, BSC

Digital finance is a rapidly evolving, disruptive technology incorporating elements 
effective for large-scale transactions in a globally integrated economy. The health 
care arena is particularly conducive to the concepts of “cryptocurrencies” such 

as bitcoin and the underlying technology of blockchain as an economic, integrative, 
and data management technology. Within clinical medicine, blockchain applications 
could address innovative—yet highly expensive—new therapies, unleashing potential 
advantages and creative economic opportunities. Large-scale financing of biomedical 
companies, drug development, genomic technologies, and molecular-based precision 
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MEDICAL SPACE 
FOR LEASE

MIKE FLEETHAM

(952) 767-2842
MFleetham@MedCraft.com

medcraft.com/leasing

S M C
Edina, MN

2800 M B 
Minneapolis, MN

R M B
Burnsville, MN

R M P
St. Paul, MN

R M B 
Minneapolis, MN

H P M C
Lake Elmo, MN

1,000 TO 28,000 Square Feet

• 1,000 to 28,000 square feet available 

• Custom build your space

• Various locations to expand your practice

• Oncampus; off campus locations 

• Competitive rental rates 

• Generous Tenant Improvement allowance

New Location.  Effi  cient Space.  Medical Neighborhood.  Optimal Care.  
We focus exclusively on healthcare real estate and have a number of space options that may be right 
for you.  We help your practice design space that works for you and your patients. Our healthcare team 
has proven results and will guide you through the process of getting the right space for your practice.

Leased By: Owned By: 

http://www.medcraft.com/leasing
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BACKGROUND AND FOCUS: 

OBJECTIVES:

To solve any problem we must first understand the question, and we will 
start by defining the terms. We will examine the reasons certain popula-
tions are alienated and discouraged by our health care delivery system. 
We will share some of the extensive work that has been done to address 
these issues and discuss why it is not being implemented. We will discuss 
the role that every health care industry sector plays in creating these 
disparities and ways they can work together to correct them.

Astonishing advances in medical science are coming more quickly than 
they can be incorporated into best practice. Unfortunately, another 
area of rapid advance involves social disparities. Social and economic 
factors can account for the greatest single element of being healthy. 
Whether we call it health equity, health inequity, social disparity, health 
disparity, or any related term, matters of race, age, disability, sexu-
al orientation, geography, and economics create barriers to care with 
measurable negative downstream consequences. The number of people 
who are suffering and dying needlessly is growing and in five years 
projects as a major epidemic.

51ST
 

SESSION

SOCIAL DISPARITIES 
IN HEALTH CARE

Correcting the curve
Thursday, April 25, 2019, 1-4 p.m.

The Gallery, Hilton Minneapolis | 1101 Marquette Avenue South
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2812 East 26th Street, Minneapolis, MN 55406; email mpp@mppub.com; phone 612.728.8600; fax 
612.728.8601. We welcome the submission of manuscripts and letters for possible 
publication. All views and opinions expressed by authors of published articles are solely 
those of the authors and do not necessarily represent or express the views of Minnesota  
Physician Publishing, Inc. or this publication. The contents herein are believed accurate but are 
not intended to replace medical, legal, tax, business, or other professional advice and counsel.  
No part of the publication may be reprinted or reproduced without written permission of 
the publisher. Annual subscriptions (12 copies) are $48.00/ Individual copies are $5.00.

http://mppub.com/mn-health-care-roundtable.html#register_and_buy_tickets


HealthPartners  
Collaborates to Ensure 
Patients’ Cancer Treatment 
Plans are the Most  
Appropriate Option 

HealthPartners is implement-
ing Oncology Analytics Benefits 
Management Consulting Services 
for members in its fully and self-in-
sured health plans after complet-
ing a successful pilot program this 
spring. Oncology Analytics will 
use its utilization management 
platform and board-certified on-
cologists to ensure that high-cost 
cancer drugs are the most effective, 
safe, and affordable option. If they 
discover that a better treatment 
plan is available, board-certified 
specialists will call a patient’s phy-
sician to discuss the alternatives. 

During the pilot program, 
80 percent of the cases reviewed 
confirmed that the treatments 
prescribed were indeed the most 

effective, safe, and affordable op-
tions. In the majority of the re-
maining cases, a consult between 
the patient’s physician and an On-
cology Analytics specialist resulted 
in treatment changes. As a result, 
patient care was based on the most 
up-to-date clinical research and 
treatment costs were lower. 

“This partnership brings fo-
cused oncology expertise to our 
prior authorization process,” said 
Scott Schnuckle, senior vice presi-
dent, pharmacy and business devel-
opment at HealthPartners. “By of-
fering this service, oncologists can 
consult with their peers and nation-
ally recognized experts to confirm 
that they are providing the best care 
and value for their patients.” 

Oncology Analytics’ board-cer-
tified oncologists, radiation oncolo-
gists, hematologists, and pharmacists 
have operationalized protocols that 
cover all cancer diagnoses. These pro-
tocols are based on evidence-based 

guidelines from nationally recog-
nized authorities such as National 
Comprehensive Cancer Network, 
American Society of Clinical Oncol-
ogy, and others. 

Allina’s New Mobile 
Health Clinic Launched 
in September 

Allina Health’s new mobile 
clinic, Everyday on Wheels, began 
seeing patients in the communities 
of Montrose, Waverly, and Rock-
ford in mid-September. 

Patients can schedule appoint-
ments with a nurse practitioner 
who will be accompanied by a clin-
ical assistant. They offer nearly any 
services typically found in a pri-
mary care clinic setting, including 
wellness exams and office visits for 
minor injuries, illnesses, and dis-
eases. Patients do not need to be a 
current patient of Allina Health in 
order to access the services. 

“For folks in the communi-

ties we’ll serve with Everyday On 

Wheels, getting to a traditional 

primary care clinic can be very dif-

ficult and time consuming,” said 

Anna Gustafson, the nurse practi-

tioner who will staff the Everyday 

on Wheels clinics. “We plan to take 

some of the stress out of getting to 

see a health care professional. We’ll 

be able to take care of everything 

from a well-child exam to a Medi-

care wellness exam for seniors, and 

most any illness or injury for which 

you’d normally go to a clinic.” 

Everyday on Wheels parks at Wa-

verly City Hall on Mondays; Rock-

ford Main Street Parking Lot on Tues-

days and Wednesdays; and Montrose 

Community Center on Thursdays. 

Sanford to Open New 
Cancer Center in Bemidji 

Sanford Health opened the San-
ford Joe Lueken Cancer Center in 
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Creating a Healthier Minnesota
Juniper is helping rural and urban communities across Minnesota create 
a  culture of health.  Our evidence-based programs give your patients the 
tools  they need to take manage their health in a way that works.

To locate a Juniper program, or to start one through your clinic or in your community, 

please call us toll free at 1-855-215-2174 or email info@yourjuniper.org.

To find our more about the Juniper program 

please visit: www.yourjuniper.org
Innovations for Aging, LLC, a nonprofit subsidiary of Metropolitan Area Agency on Aging, is the managing partner for Juniper, 

providing management information systems, coordination, member services and support to our partner organizations.

Juniper programs offer group training to prevent 

escalation of disease, reduce hospital admissions, 

lower health care costs, and improve independence. 

Programs concentrate on:

n  Preventing Falls
n  Preventing and Managing Diabetes
n  Managing Chronic Conditions and Pain

https://www.yourjuniper.org/
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Max likes motivating his employees so he loves health plans with innovative wellness programs 
that encourage healthy behavior — which, by the way, can help increase productivity. 

If you’re like Max, you’ll like UnitedHealthcare.

https://www.uhc.com/employer/health-plans/minnesota/employer-plans?cid=EI_ACQ%7CUHC%7CSB_KA%7CPrint-Advertising%7CMN_SB_Lead_Gen%7C%7C0918MINN04%7CLead%7C%7C


Bemidji on September 10. Construc-
tion on the new facility began in June 
2017. 

“For years Bemidji had limited 
cancer care available, and patients 
had to travel long distances to re-
ceive lifesaving treatment. This is 
particularly difficult when you con-
sider how often and how long can-
cer patients are cared for,” said Bry-
an Nermoe, president of Sanford 
Health of Northern Minnesota. 

The $12 million, 20,500-square-
foot center is named in honor of Joe 
Lueken, a grocery store owner in Bem-
idji who was very active in the commu-
nity and was known for his support of 
charities and generosity. Lueken died 
in 2014 at age 72 after a battle with 
cancer. The Joseph and Janice Lueken 
Family Foundation gave a significant 
lead gift to the Care Without Limits 
campaign to expand and centralize 
cancer care and honor Lueken’s legacy. 

The new cancer center is con-
nected to Sanford Bemidji Main 

Clinic and brings all the cancer 
services into one location to offer 
better care continuity and staff col-
laboration. It houses 20 infusion 
suites, 15 exam rooms, on-site infu-
sion pharmacy and lab services, as 
well as a bistro, garden, and other 
patient amenities. It also creates a 
hub for services like radiation and 
medical oncology, palliative care, 
infusion pharmacy services, patient 
navigation, nutrition, financial 
counseling, social services, genetic 
counseling, and survivorship. Pa-
tients will also have access to the 
latest in clinical trials at the center. 

Mayo Joins Hospitals to 
Launch Not-For-Profit  
Generic Drug Manufacturer 

Mayo Clinic has joined a con-
sortium of seven hospitals in the 
U.S. in launching Civica Rx, a not-
for-profit company that will man-
ufacture generic drugs to address 

shortages and high prices of lifesav-
ing medications. 

Other initial governing mem-
bers are Catholic Health Initia-
tives, Hospital Corporation of 
America, Intermountain Health-
care, Providence St. Joseph Health, 
SSM Health, and Trinity Health—
together, the seven organizations 
represent about 500 hospitals. 
They will provide leadership for the 
board of directors as well as much 
of the initial capitalization for the 
company. In addition, the Depart-
ment of Veterans Affairs will work 
in consultation with Civica Rx to 
address its needs. Other health sys-
tems participating with Civica Rx 
will be announced later this year. 
The membership organization will 
be headquartered in Utah. 

As an FDA-approved manufac-
turer, Civica Rx will directly manu-
facture generic drugs or subcontract 
manufacturing to reputable con-
tract manufacturing organizations. 

It has identified 14 hospital-ad-
ministered generic drugs that are 
the initial focus of its efforts, and 
expects to have its first products on 
the market as early as mid-2019. 
The company will also provide ge-
neric medications to the retail mar-
ket. Civica Rx will first seek to sta-
bilize the supply of essential generic 
medications administered in hospi-
tals, many of which have fallen into 
chronic shortage situations. 

Martin Van Trieste, the former 
chief quality officer for Amgen Inc., 
a large biotechnology company, has 
been named CEO of Civica Rx. 
He brings 35 years of experience 
in pharmaceuticals and has agreed 
to lead the company without com-
pensation. Since the initiative was 
launched early this year, more than 
120 health organizations represent-
ing about one-third of the nation’s 
hospitals have expressed a commit-
ment or interest in participating 
with the company. 
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HAVE YOU REGISTERED WITH THE MINNESOTA  
MEDICAL CANNABIS PROGRAM?

Registration can be done online; there is no fee and it takes only a few minutes. 

Visit the registry website: mn.gov/medicalcannabis

Your account will provide access to medical cannabis purchasing information from patients you certify. 
Once you are registered, you will be able to certify patients with a variety of conditions, including:

OFFICE OF 
MEDICAL CANNABIS

(651) 201-5598: Metro  
(844) 879-3381: Non-metro 

P.O. Box 64882, St. Paul, MN 55164-0882
health.cannabis@state.mn.us 

mn.gov/medicalcannabis

Many patients have reported improvement in their health status from medical cannabis — some 
describing dramatic improvements. Smoking cannabis is not allowed under the program.

Visit our website for educational resources about cannabinoids and the endocannabinoid system 

and for scientific literature on the efficacy of medical cannabis in treating certain conditions.

See our website for a detailed first year report. 

• Cancer, Glaucoma, Tourette  
Syndrome, HIV/AIDS, and ALS

• Seizures, including those characteristic of 
Epilepsy

• Severe and persistent muscle spasms, 
including those characteristic of MS

• Obstructive sleep apnea

• Inflammatory bowel disease,  
including Crohn’s disease

• Terminal illness, with a probable  
life expectancy of less than one year 

• Intractable Pain

• Post-Traumatic Stress Disorder

• Autism

Cannabis Patient Centers are now open to approved patients in Minneapolis, 
Eagan, Rochester, St. Cloud, Moorhead, Bloomington, Hibbing, and St. Paul. 

V  Autism and Obstructive sleep apnea are now approved conditions  V

http://www.mn.gov/medicalcannabis
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Patients with regenerative 
medicine questions?

Regenerative medicine focuses on the body’s natural ability to repair, replace, and regenerate damaged 

or aging tissues. At MINNESOTA REGENERATIVE MEDICINE (MRM), a specialty clinic of HOGUE CLINICS, 

autologous bio-cellular agents such as plate let-rich plasma (PRP), fat aspirate concentrate (FAC), and 

bone marrow aspirate concentrate (BMAC) are used to treat degenerative conditions. To ensure proper 

placement, ultra sound or fluoroscopy guidance is used when clinically indicated during regenerative 

medicine treatments.

Regenerative medicine treatment categories at MRM include:
• Bio-cellular treatment of OSTEOARTHRITIS and CHRONIC TENDINITIS (all peripheral joints &  

tendons, excluding spine)

• Bio-cellular hair restoration for HAIR LOSS, HAIR THINNING, EARLY SCALP BALDING

• Bio-cellular treatment of ERECTILE DYSFUNCTION, PEYRONIE’S DISEASE, and PENILE  
GIRTH ENHANCEMENT

8 Hogue Clinics locations in Minnesota www.mregm.com • (763) 447-2500 or Toll Free (866) 219-4699

https://www.hogueclinics.com/


8  OCTOBER 2018  MINNESOTA PHYSICIAN  

  CAPSULES  

“We are creating a public asset 
whose mission is to ensure that es-
sential generic medications are ac-
cessible and affordable,” said Van 
Trieste. “The fact that a third of the 
country’s hospitals have either ex-
pressed interest or committed to par-
ticipate with Civica Rx shows a great 
need for this initiative. This will 
improve the situation for patients by 
bringing much-needed competition 
to the generic drug market.” 

Civica Rx is collaborating with 
the American Hospital Association’s 
newly formed Center for Health In-
novation to address inquiries. 

Emergency Care  
Consultants Staffing  
District One Hospital 
Emergency Department 

Emergency Care Consultants 
(ECC) began providing profes-
sional staffing services for Allina 
Health’s District One Hospital’s 

emergency department, including 
physicians, nurse practitioners, and 
physician assistants, on Sept. 1. 

The organizations already had an 
existing relationship—ECC provides 
professional staffing for other Allina 
Health emergency departments, in-
cluding Abbott Northwestern Hospi-
tal in Minneapolis; United Hospital 
in St. Paul; Regina Hospital in Hast-
ings; River Falls Area Hospital in 
River Falls, Wisc.; and WestHealth 
Outpatient Center in Plymouth. 

“We have a strong history of 
providing highly specialized med-
ical care at large hospitals in met-
ropolitan areas,” said Tom Horejsi, 
MD, medical director of District 
One Hospital’s emergency depart-
ment. “We also have an equally 
strong tradition of providing qual-
ity care to community hospitals, 
and we’re excited to be able to bring 
these two ideals together.” 

Horejsi added that some strengths 
ECC provides include working with 

complex and acute conditions, as well 
as the familiarity and expertise in 
navigating an Allina Health patient’s 
electronic medical record (EMR). 

“We are all on the same EMR, 
and this really allows for seamless 
care and a great patient experience,” 
said Horejsi. “Should a patient need 
more complex care at another facili-
ty, we’re also able to smoothly coor-
dinate care elsewhere.” 

Essentia Health Planning 
Second Clinic in Park 
Rapids 

The Essentia Health board of 
directors has approved a new, sec-
ond clinic in Park Rapids to better 
accommodate growth in special-
ty and primary care and meet the 
health care needs of the community. 

The new $8 million clinic will be 
located in the former Pamida build-
ing. Construction is planned to be-
gin inside the building in December, 

with completion planned for about a 
year later. 

Primary care will remain at the 
current clinic location, but some ser-
vices will move to the new clinic to 
free up space for additional primary 
care, behavioral health, and special-
ty services at the current clinic. 

The new facility will include 
an expanded Urgent Care/Walk-In 
clinic to meet increased demand for 
these services. Additional services 
will include the relocation and ex-
pansion of therapy services, ortho-
pedics, podiatry, and additional 
specialty clinic exam and procedure 
space, which will support growth 
in these areas. Ancillary lab and ra-
diology services will be available at 
both clinic locations.  

Research shows that food prescriptions, like those filled by FOODRx, can lower 
HbA1c scores and the total costs of caring for patients with type 2 diabetes. 

FOODRx brings healthy food directly into health care settings, 
removing common barriers to nutrition and creating a cost 
effective, simplified prescription for wellness.

2harvest.org

“We need to take off our blinders and start learning new ways to 
address the real-life circumstances that make our patients sick. 
FOODRx creates the partnerships we need to do this work. We’ve 
got some real ‘Ah-ha’ moments ahead of us.“ 
—Dr. Diana Cutts, Hennepin Healthcare

To learn more, contact us at 651.282.0887 or at foodrx@2harvest.org

Experts at integrating food prescriptions into care for 
patients with type 2 diabetes and other illnesses

http://www.2harvest.org/who--how-we-help/services-and-programs/programs/food-rx/


Judith Eckerle, MD, director of the Adoption 
Medicine Clinic at the University of Minnesota 
Medical School, has been nominated as a 2018 
Congressional Coalition on Adoption Institute Angels 
in Adoption Honoree for her work with international 
and domestically adopted and foster care children 
in Minnesota. Eckerle has been on the forefront of 
change with her research and clinical care as well as 

her advocacy for change in adoption policy. Currently, she says the clinic 
is embarking on a partnership grant with the Minnesota Department of 
Human Survives for the next four years that could double their capacity. 
She was nominated by U.S. Sen. Amy Klobuchar and joined other nominees 
in Washington, D.C., to meet with governmental leaders. Eckerle earned 
her medical degree at the Medical College of Wisconsin.

Kelly Han, MD, director of advanced congenital 
cardiac imaging at the Minneapolis Heart Institute 
and Children’s Heart Clinic at Minnesota Children’s 
Hospital, has been selected as the first recipient of 
The Jon DeHaan Foundation Award for Innovation 
in Cardiology. She is being recognized for making 
significant contributions to improving the safety 
and quality of imaging congenital heart disease and 

treating and caring for adult women with congenital heart disease who 
either want to become pregnant or have become pregnant. Han received 
$200,000 as part of the award to expand services, research, and care. She 
earned her medical degree at the University of Wisconsin Medical School.

Kejal Kantarci, MD, MS, and David T. Jones, MD, 
of Mayo Clinic have received de Leon Prizes in 
Neuroimaging from the Alzheimer’s Association. 
The awards are presented to those who are judged to 
have published the best paper in their peer group in 
any peer-reviewed journal on the topic of advanced 
medical imaging to show diseases that affect or destroy 
nerve cells in the brains of people with diseases such as 
Alzheimer’s, Parkinson’s, and ALS. Kantarci, director of 
the neuroimaging core of the Mayo Clinic Alzheimer’s 
Disease Research Center and professor of radiology, 
received the Senior Scientist de Leon Prize for her paper 
“White Matter Integrity on DTI and the Pathologic 
Staging of Alzheimer’s Disease,” published in Neurology 
of Aging in August 2017. Her research focuses on using 
advanced brain imaging technology for early diagnosis 

of dementia in patients. She earned her medical degree at Marmara University 
School of Medicine. Jones, senior associate consultant in the department of 
neurology and assistant professor of neurology and radiology at the Mayo 
Clinic College of Medicine and Science, received the New Investigator de 
Leon Prize for his paper “Tau, Amyloid, and Cascading Network Failure 
Across the Alzheimer’s Disease Spectrum,” published in Cortex in December 
2017. His research focuses on developing methods to derive measurements 
of brain connectivity and to evaluate their potential as biomarkers in healthy 
aging and diseases such as Alzheimer’s and other dementias. Jones earned his 
medical degree at Georgetown University School of Medicine.
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Nat “King” Cole and Me, 
starring Gregory Porter 
with the Minnesota Orchestra
Sat Dec 1  8pm

A Christmas Oratorio
Sat Dec 8  8pm / Sun Dec 9  2pm

Home for the Holidays
Fri Dec 14  8pm / Sun Dec 16  2pm / Thu Dec 20  11am

A Big, Brassy Christmas 
with Charles Lazarus*
Sat Dec 15  8pm

A New Year Celebration: 
Vänskä Conducts Bernstein, 
Copland and Gershwin
Mon Dec 31  8:30pm
Includes a midnight countdown and champagne toast!

*Please note: the Minnesota Orchestra does not perform on this program.
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What do you want people to think when 
they hear the term “public health”?

Public health is about the forces and factors 
that combine to shape the health and well-being 
of population groups. Core to public health is 
disease prevention and health promotion, and 
the partnerships it takes to make these efforts 
effective. Just a few examples of the variety of 
public health work from our school: We’ve 
developed apps for just-in-time interventions 
to stop HIV transmission; we help keep farm 
children safe from injuries; and we design and 
run some of the largest clinical trials in the world 
in infectious and communicable diseases. Public 
health has a full dance card!

What are some of the common misperceptions 
people have about the field?

First, a lot of people think of public health in 

medical terms, such as treating patients. There 

is a strong complementary connection between 

medicine and public health, to be sure, but the 

focus and the tools are different. Public health’s 

focus on the population contrasts with medicine’s 

focus on the individual, for example.

And second, some think public health efforts 

lead to “a nanny state,” though most public health 

professionals, including our school’s graduates 

(master’s and doctorates), work in the private 

sector. Regardless of that fact, public health 

relies on education, technology, and community 

partners to disseminate what it learns through 

evidence-based research that explores what is 

hurting or helping our collective health.

What can you tell us about gun violence as 
a public health issue?

Some 100 people die every single day from guns 

in the U.S., and suicide accounts for 63 percent of 

those deaths. What’s more, a 2018 study in Health 

Affairs found that U.S. children ages 15–19 were 

82 times more likely to die from gun homicides 

than those in our peer nations. We look at the 

problem through multiple interventions. I know 

that some people are deeply afraid that preventing 

gun violence means taking away people’s guns, but 

that’s not a public health approach. For us, it’s about 
realistic, achievable ways to reduce the carnage.

How can public health initiatives address 
social disparities in health care?

One approach we take is to shine a light on 

health care disparities, then follow up whenever 

possible with solutions that often lie in public 

policy and system changes. Two examples:

Associate professor Katy Kozhimannil, 

PhD, found that birth doulas improve birth 

outcomes for low-income women, among whom 

women of color and American Indians are over-

represented. Her research had direct impact on 

the 2013 passage of Minnesota’s “Doula Bill” that 

permitted Medicaid coverage of services provided 

by a certified doula.

SPH’s Upper Midwest Agricultural Safety 

and Health Center is addressing the well-being 

of immigrant farm workers. Co-director professor 

Jeff Bender, DVM, says, “Accessing health care is 

difficult if you’re poor; it’s harder if you’re poor 

and a person of color; and even harder if you’re 
poor, a person of color, and an immigrant.” 

What are the biggest challenges facing the 
field of public health?

Let me single out three: aging populations, 
climate change, and the need for further federal 
investment in U.S. public health.

Today, 8.5 percent of people in the world are 65 
and older; by 2050, that will likely reach 17 percent. 
This means a greater burden of chronic disease, rising 
health and long-term care costs, strains on health 
infrastructures, and an even more urgent need for 
prevention and health promotion at younger ages.

Climate change exacerbates a host of public 
health concerns, such as the emergence and re-
emergence of infectious diseases, respiratory illness, 
water pollution, and excessive heat affecting aging 
adults and other vulnerable populations.

As for federal funding, we’re not spending 
enough as a nation on prevention and health 
promotion. Some 90 percent of our nation’s health 
dollars go to health care, a system which many 
studies have shown is the most expensive and least 
efficient on the planet. We need a rebalancing!

What could the media do to heighten 
awareness of public health issues?

The media can play a positive role to further 
public health, especially through advertising and 
television programming. The recent Merck ad (www.
tinyurl.com/mp-merck) for HPV vaccine is extremely 
effective. On the other hand, with the explosion of 
social media there is potential for negative impact. 
Witness the anti-vaccine movement that promotes 
the falsehood that childhood vaccines cause autism. 
I also believe that scientists and journalists need to 
communicate research better to the public.

Recently you were awarded one of 11 
research grants nationally to improve the 
interface between public health research 
and physicians in clinical practice. What can 
you tell us about this project?

The grant supports a collaboration among SPH, 

Shaping our health and well-being
John R. Finnegan Jr., PhD

University of Minnesota School of Public Health
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Mayo Clinic, and Hennepin Healthcare. With a $4 
million, five-year award, we’ll train researchers in a 
game-changing approach to health care and health 
care research called learning health systems (LHS). 
In LHS, researchers embed in a health care system, 
bringing continuous and real-time learning into the 
relationship between researchers and clinicians to 
improve the quality of patient care.

Fairview Health Services, Minneapolis VA 
Health Care System, Children’s Minnesota, 
Ebenezer, Essentia Health, and HealthPartners will 
partner with the program (Minnesota Learning 
Health System Mentored Career Development 
Program) to train the scholars, offering diverse patient 
populations and dynamic learning laboratories.

What concerns do over-consolidation in 
health care pose to public health?

Like it or not, consolidation is the rule today and 
the question is whether or not it will reduce costs 
and keep quality high. Many experts believe that 
this trend is actually raising health care costs, shifting 
costs to consumers, but not improving patient care.

We know that the consolidation of certain 
services leaves many in rural areas with reduced 

access to health care. A recent study from our 

school (www.tinyurl.com/mp-SPH-study) found 

that rural U.S. counties that lost hospital-based 

obstetric services and were not adjacent to urban 

areas had significant increases in out-of-hospital 

births, births in a hospital without an obstetric 

unit, and preterm births in the first year.

What can you tell us about the role of public 
health in shaping health care legislation?

Public health research provides data and 

evidence for health care legislation and helps guide 

policy decisions. Health policy and management 

are major parts of many schools of public health, 

like ours, and our research shapes the design of 

public programs, such as Medicare and Medicaid.

For public health to be truly effective, though, 

we need legislators to pay more attention to 

research. We also need to make our findings easier 

to understand and apply. Our school did a study 

with the University of Minnesota Medical School 

and found that only 41 percent of all formal 

legislative discussions on childhood obesity-

related bills in Minnesota from 2007–2011 cited 

some form of research-based evidence.

What can physicians do to become more 
involved with a public health agenda?

Physicians are our best partners when it 
comes to protecting people from disease and 
fostering good health and well-being. We have 
physician-researchers on our faculty as well as 
physician-students who seek an MPH or PhD. 
Often they discover public health after they 
have spent many hours treating people with 
chronic diseases that could have been prevented. 
Those of us in public health and primary care 
have an important opportunity to form strong 
partnerships with communities to promote 
disease prevention and a culture of health. A 
good example of this is the Practical Playbook 
(www.tinyurl.com/mp-playbook).

John R. Finnegan Jr., PhD, has been dean and 
professor at the University of Minnesota School 
of Public Health since 2005. With a doctorate in 
journalism and training in mass communication, he 
developed public health campaigns and a research 
and education program in health communication. 
He serves on several health-related local, national, 
and international boards.   
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medicine will be greatly enhanced and accelerated by the opportunities and 
advantages of blockchain technologies and Initial Coin Offerings (ICOs) 
of cryptocurrencies.

A blockchain primer
This revolutionary technology is currently disrupting 
whole industries, offering unparalleled levels of both 
hope and hype. Simply referring to blockchain can 
skyrocket valuations of a company; Long Island 
Iced Tea, now Long Blockchain Corp., increased 
500 percent in one day. The largely unregulated 
and dynamic blockchain industry currently holds 
a market valuation of around $250 billion. (U.S. 
individuals or businesses that use virtual currencies 
to pay for goods or services, sell or exchange them, or 
hold them as an investment may incur tax liability.)

But blockchain is about much more than the financial world. Blockchain 
may seem abstract, but it is tangible and easily applied to solve numerous 
problems. The point of blockchain is simplified, efficient, and secure data 
storage. At a micro level, a blockchain is simply a series of “blocks” linked 
together, thus forming a “chain.” A block is generally a data container that 
holds a record of recent “transactions” and a reference to the block before it. 
These blocks of information are then validated, linked to the other blocks, 
and put on the public ledger—the “blockchain.” From a macro lens, it is “an 

incorruptible digital ledger of economic transactions that can be programmed 
to record not just financial transactions, but literally everything of value,” 
according to Don and Alex Tapscott, authors of “Blockchain Revolution.” It 
provides an unalterable, distributed ledger system that may be used for the 
tracking of any sort of “transaction” across systems.

Users—individuals, governments, companies, or 
a combination of actors—can see the past and present 
conditions of whatever they are tracking without the 
need for “independent” verification by an intermediary. 
Further, this information is independently verified by 
an additional layer of processes.

When combined with artificial intelligence (AI) 
and Internet of Things (IoT) devices, blockchain 
provides a thorough and effective analytic system 
that is unparalleled in comparison to other current 
technologies. Each element works together to 
integrate systems, collect and analyze information, 

and make decisions. Blockchain technology is decentralized, trustless/peer-
to-peer, immutable, and transparent.

The core of the distribution ledger technology, which underpins blockchain 
in the broadest context, is that it induces trust between parties, in the absence 
of a central core such as government. This is accomplished by ensuring that 
information cannot be unilaterally altered nor manipulated. Once smart 
contracts are added to the equation, which are already being given recognition 
by the courts, these trustless systems offer unparalleled capacity for parties to 
engage with each other with minimal interaction or prior connection.

Cryptocurrencies 
People frequently conflate and/or confuse blockchain and cryptocurrencies. 
Bitcoin, perhaps the most commonly known cryptocurrency, utilizes 
blockchain technology and can be thought of as a blockchain application. 
Consider blockchain as the base technology, and cryptocurrency as 
the tokenized, monetized entity that is used to pay for and power the 
infrastructure of the overall network, incentivize users to employ a specific 
network, and play a role in transaction validation based upon governance 
structure. The creator of bitcoin, an anonymous user known only as Satoshi 
Nakamoto, announced the release of an “electronic cash system that uses 
a peer-to-peer network to prevent double spending” in late 2008. With 
this, Satoshi created a digital currency. Unlike the U.S. dollar, bitcoin 
does not depend on a central authority for governance. It relies instead on 
mathematics and cryptography to encode and thus enforce its rules, creating 
a trustless system that is recorded on a decentralized blockchain ledger.

People also frequently mistake bitcoin with Ethereum, a separate 
dominating cryptocurrency that serves very different functions. Bitcoin can 
be thought of as a stable commodity like gold, a store of value. Ethereum 
currency—Ether—is a commodity like oil or gas, a usable fuel that powers 
processes. When you buy Ether, you are in theory buying computational 
power on its platform to run programs and complete processes, such as 
smart contracts, as well as decentralized applications (dApps).

Blockchain “contracts”
Ether is the “what” or the currency that enables you to get things done, 
and smart contracts are the “how” or the means by which things get done. 
Smart contracts enable the direct and almost instantaneous payment for 
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services upon their completion. Contracts may be written with terms 
that are met and validated in real time, until the fulfillment takes 
place and the pre-decided transaction completed. Using the Ethereum 
platform, programmers can create their own dApps and projects that 
run on their own currency. Thus, you can view the Ethereum platform 
like the internet, and dApps as websites that run within the framework. 
dApps frequently utilize their own tokens, further increasing simplicity 
and integration as well as token-specificity, accounting for execution of 
specific commands within smart contracts. These commands are defined 
by the Ethereum-20 token governance protocol, which applies to specific 
dApps and their functionality.

Tokens, whether on the bitcoin platform or created independently, 
are sometimes also referred to as “altcoins.” In fact, all non-bitcoin 
cryptocurrencies are generally classified as an alternative coin or an 
“altcoin.” Altcoins have varying purposes. Altcoins range from “joke coins” 
like Dogecoin to coins with real world applications, such as Ripple, a coin 
designed for money settlement and remittance payment.

Tokens also allow blockchain companies to finance in a completely new 

way. ICOs have taken the space by storm—jointly bringing in over $6.8 billion 

in 2017. They are known as the cryptocurrency variant of crowdfunding, 

and they operate in a similar manner. ICOs allow blockchain companies 

to raise money efficiently and effectively for projects (usually in bitcoin or 

Ethereum, which offer liquidity) from investors who get tokens from the 

platform in exchange. These tokens are not equivalent to equity, but still 

offer potential for strong short- and long-term return on investment. On the 

other hand, these investments are highly speculative and carry a higher risk 

profile. Because of the regulatory inaction as of yet (which may soon change), 

as well as regulatory uncertainty (as ICOs span national borders), there are 

few laws to protect consumers from bad ICOs. In fact, current regulation 

leaves room for ICOs to get around barriers to entry by labeling themselves as 

“crowdsales” or “donations,” even if this designation does not reflect reality.

There have been recent talks about labeling various cryptocurrencies 

as securities and requiring ICOs to register with the U.S. Securities and 

Exchange Commission (SEC). This has been put on hold, however, and, 

even if done, not all ICOs (as defined by functionality) would be categorized 

as an investment in a security. In every case, investors must conduct thorough 

due diligence and tread carefully.

Many use-cases for blockchain projects exist; however, some of the most 

promising use-cases on the horizon are in the field of medicine and health care.

Precision medicine and why it should be on the blockchain
Blockchain opportunities in the clinical setting focus on rapidly advancing 
yet expensive diagnostics and precise therapeutics not currently integrated 
into third-party private or public reimbursement programs. Health 
insurance has not prepared for the economic implications of advanced 
stem cell (iPSC) therapies, CAR-T cell applications, and the introduction 
of molecular medicine developments involving gene editing technologies 
such as CRISPR and TALENs. In many cases, costs are several hundred 
thousand dollars per treatment and exceed available patient resources. 
Genomic diagnostics and multiomic-based precision medicine involving 
potentially thousands of biomarkers (genomic, proteomic, metabolomic, 
epigenomic, and microbiomic) also may not be covered by traditional 
financial reimbursement schema.

The advent of genome editing treatments for degenerative neurologic diseases 
(Huntington’s, Parkinson’s), various forms of dementia, single-gene Mendelian 
disorders, and individualized molecular and cellular cancer therapies will further 
challenge current financial mechanisms for health care reimbursement.

Current approaches to health care costs impact the introduction and 
development of innovative clinical advances—and blockchain could help. 
New concepts of cost sharing, peer-to-peer economics, and blockchain 
approaches are highly applicable to the current realities and needs of 
precision medicine. Many of these technologies are emerging from the 
private sector, which needs innovative financial investment, increased data 
security, and verification tools. These will also generate new applications 
of blockchain to address the issues of cost containment, and allow the 
intrinsic value of their data to underwrite cost reductions for their products.

One potential example would be long-term, multi-patient clinical 
research studies involving complex, multifactor studies of newborn infants, 
followed over many years to identify and characterize the determinants and 
financial challenges of adult-onset disorders.

Clinical implementation of these advanced procedures will, by necessity, 
require a global effort incorporating private and public sector advancements 
in ways that previous medical endeavors have not. Blockchain is particularly 
applicable to this aspect of development, incorporating financial realities 
with the required data security and verification elements.
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One particularly interesting example that addresses many 
aforementioned concerns comes in Nebula Genomics, which is in the 
realm of genomic sequencing. Companies like 23andMe and Ancestry.
com offer well-marketed, popularized genetic 
data services for individuals; however, they are 
encountering worrisome problems, more specifically 
related to sequencing costs, data protection, data 
acquisition, and the memory cost of genomic “big 
data.” With these challenges in mind, Nebula 
Genomics is innovating and enabling the enhanced 
commercialization of genomic sequencing.

How? It all involves their nebula token economy. 
Through token incentives and pay schemes, 
individuals will have their genomic data subsidized 
by buyers in the research or pharmaceutical 
industries, lowering the cost of sequencing. In 
fact, after some time, individuals should actually be able to make money 
from their data through this licensing process. The data is safe because 
of memory-efficient encryption, which minimizes the data footprint 
while keeping it secure, accessible, and available; further, the system will 
keep sellers anonymous while making buyers completely transparent. 
Individuals have complete control over who can use their data and how 
they can use it, so they have peace of mind. Blockchain smart contracts 

are integrated so that whenever users make the decision to sell their data, 
payment is instant, as is the transfer of data to the end-user, creating a 
win-win for researchers and individuals alike. The lowered sequencing 
costs and benefits will incentivize more people to sequence their genome, 
thereby cyclically growing the data marketplace. Comprehensive datasets 

are created anonymously through smart surveying 
tools and AI.

Blockchain could be used in many instances 
across the clinical care cycle to solve issues ranging 
from data access to data security to product 
verification/reliability and more. One of the most 
intuitive (and thus most common and wide-ranging) 
health care applications relates to digitizing and 
sharing of health records. Currently, patients’ health 
records are fragmented across the health care system; 
further, even if effectively shared, data hygiene is a 
consistent problem due to frequent changes to patient 
identifiers (e.g. name, address, insurance policy). If 

comprehensive, quickly accessible health records were available, effective 
health care provision for everyone, from doctors to insurance companies, 
would increase exponentially. Blockchain solutions aim to create a Master 
Patient Index (MPI) that could safely and securely enable the sharing of 
health information in a streamlined system, even enabling patients to set 
“permissions settings” for their data. You could let a designee have access 
to your entire file, while ensuring your ophthalmologist wouldn’t be able to 
access your sexual health history.

An MPI that includes one’s genomic data provides many possibilities 
for patients. One example is the option to sell one’s genomic data (or 
demographic, fitness, nutrition, or innumerable other kinds of personal data) 
for scientific research or other purposes. This could help solve the massive 
patient recruitment and retention problem impacting clinical trials: over 50 
percent of trials are delayed, 30 percent of successfully recruited patients 
drop off, and 85 percent fail to retain enough patients to continue. Further, 
for trials that do complete, 80 percent are delayed by at least one month. At 
an estimated cost anywhere from $600,000 to $8 million per day for trials, 
the waste of time and money is substantial.

Genomic data, quickly available, could help identify patients who 
not only qualify for clinical trials, but would benefit from participation. 
Genomic information could also enable machine learning applications that 
use these diverse, wide-ranging data sets to show the positive or negative 
health impacts of specific behaviors, genomic traits, biomarkers, or other 
personal identifiers. This, in turn, would allow doctors and patients to 
attempt to alter behaviors for positive health outcomes or to monitor certain 
aspects of their health that appear to be at risk.

One example of this is related to precision medicine, an emerging field 
that combines robust and comprehensive data sets of multiple natures over a 
patient’s life-cycle to determine likely health risks and outcomes. However, 
the personal sale of genomic data raises some ethical concerns—and requires 
further verification within service providers’ dAPPs to ensure that people do not 
provide untrue information to attempt to make their own data more valuable.

The use of blockchain to minimize and eliminate fraud is also 
promising. Each year, 800,000 people die worldwide due to complications 
from taking counterfeit drugs. The pharmaceutical industry suffers an 
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annual loss of up to $200 billion because of the production and sale of 
fake drugs. Blockchain has already been widely used across the supply 
chain to verify everything from designer handbags to luxury alcohol 
brands, so its use in verifying manufacturing materials, date, and location 
is certainly possible. The Chronicled Smart Supply Chain Platform 
has teamed up with The LinkLab to work on the MediLedger Project. 
This project was designed to comply with the U.S. Drug Supply Chain 
Security Act and GS1 Standards, while also being interoperable for the 
most efficient and effective practical application in the pharmaceutical 
industry. It aims to improve the track-and-trace capabilities for 
prescription medicines, from raw materials sourced and used to 
temperature during drug transport to countless other aspects across the 
supply chain. Supply chain components that were once unlinkable can 
now be connected. The open network allows full privacy and protection 
of business intelligence, while still allowing for the necessary levels of 
verification and reporting across the supply chain. For the end user, 
it allows identity provisioning, app-based verification, and counterfeit 
product fraud reporting integrated with law enforcement.

Also related to fraud is billing and claims for health insurance. Smart 

contracts could be instated that automatically link satisfactory completion 

of a procedure with billing to create a seamless transaction for clinics and 

patients. Further, blockchain could be used to double-verify patients’ 

treatments in clinics to ensure insurance claims are both real and accurate. 

Blockchain-based double verification would help insurance companies verify 

claims and ensure that patients and care providers are on the same page 

before bills come back in the mail. SimplyVital Health is a company that 

is already doing this. They are seeking to increase the level of security and 

transparency throughout the entire clinical cycle of care. More specifically, 

SimplyVital Health is challenging the status quo of the reimbursement and 

billing process. ConnectingCare centralizes different medical organizations 

onto a single platform. Here, records are shared across the network for shared 

patients, enabling better communication and more synergistic collaboration 

for treatment. Further, embedded algorithms utilizing AI analyze financial 

and clinical data to provide actionable suggestions for treatment to optimize 

cost and patient outcomes in real time.

The idea is that providers both can and must work together to 

minimize cost and duration of care for the patient. For example, in the 

modern context, orthopedic surgeons and physical therapists are relatively 

disconnected, resulting in wasted money and time for both patients and 

the entire health care system. The ConnectingCare system aims to prevent 

that by tying reimbursement to variables like patient outcomes and cost, 

as well as interoperability and coordination between providers, monitored 

by an audit trail. Thus, the system drives providers to collaborate in 

the patient’s best interest and focus on results and patient follow-up. 

Further, by examining the patients’ treatment and results, the system can 

suggest beneficial paths of treatments for the same individual and other 

individuals thereafter. Interestingly, another SimplyVital Health product, 

the HealthNexus data validation and governance protocol, which utilizes 

Ethereum’s system to safely share health data, is the first health care 

blockchain protocol to be HIPPA-compliant.

Summing up
Health care finance and innovation implementation are facing an economic 
paralysis as a consequence of factors such as accelerating technological 

advancement, population growth, governmental and regulatory changes, 
decentralized markets, and a critical need for transformation of capital 
services. In addition, rapid accumulation of digital content, data storage 
limitations, data verification and security issues, developments in AI 
applications for clinical medicine, and rapidly evolving legal and ethical 
issues regarding emerging biotechnologies all make blockchain-based 
technologies exciting opportunities to address challenging issues effectively 
and concurrently.

David R. Brown, MD, FACE, is senior vice president of biomedical innovation 

at DHB Global.

Joey Wilson, MS Tsinghua University (global affairs), is a DPhil candidate 

at Cambridge University (Oncology).

Charlie Hu, MSc Neyrode Business Universiteit (financial management), is 

Chinese blockchain advisor and cofounder of the DAOONE Blockchain Community.

Douglas Corley, BSc Creighton University (biological sciences), is CEO of 

DHB Global.  
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this type of breach. That same report said that data breaches occurred in 85 
percent of large health care organizations’ systems in 2014.

Social engineering depends on human 
inclinations toward trust, curiosity, and empathy. 
One of the reasons that social engineers love 
health care employees is their natural tendency 
to be trusting and their desire to be helpful. The 
complexity of most health care organization 
structures, networks, and systems is also an 
advantage to social engineers.

One form of social engineering that allows 
cybercriminals to physically gain entrance is called 
tailgating. Here are some common scenarios:

1. A social engineer flashes a fake ID at the front desk. He says he is 
there to fix an internet problem and the IT department sent him 
down. He is led to the router and is able to install malware onto 
the entire health care network.

2. A social engineer shows up at the employee entrance with an 
armful of pizza boxes. A helpful employee holds the door open for 
him and he has gained access to non-public areas.

3. A social engineer calls in posing as an assistant to a high profile 
physician. His boss is having problems accessing the system and he 

demands to know why. Acting rushed and annoyed, he demands 
immediate access to the system.

More commonly, cybercriminals act remotely, using electronic social 
engineering techniques. Common examples include phishing and spear-

phishing, business email compromise, and 
ransomware.

Phishing and spear-phishing
Phishing attacks use email or fake websites to trick 
employees into clicking on a link and/or entering 
personal information, allowing access to a network 
or system to collect billing and health information 
or deposit malware.

Phishing emails and websites are often designed 
to look as if they have come from a legitimate 
source. In November 2016, the U.S. Department 

of Health and Human Services’ Office for Civil Rights (OCR) notified 
health care-covered entities of a phishing scam that used fake government 
letterhead and a fake email address to direct individuals to a fake URL. The 
fake email address and fake URL each had only a very subtle difference 
(a single added hyphen) from the official addresses, a typical approach in 
phishing scams.

Spear-phishing is a specific method of phishing that targets specific 
individuals or groups within an organization. Emails, social media, and other 
platforms can be used to persuade users to divulge personal information or 
perform actions that lead to network compromise, data loss, and/or financial 
loss. While phishing often involves random individuals, spear-phishing 
is aimed at specific targets and involves prior research. According to the 
Internet Crime Report published by the FBI’s Internet Crime Complaint 
Center (IC3), phishing and related tactics were the third highest cybercrime 
experienced across the nation in 2017.

Business email compromise
Business email compromise (BEC) is a sophisticated crime that typically 
targets employees who have access to company finances. The cybercriminals 
trick these individuals into making a wire transfer to accounts thought to 
belong to trusted partners, but are actually controlled by the criminals.

BEC, also known as CEO spoofing, often starts by the criminals gaining 
access to a company’s network through a spear-phishing attack and the use of 
malware. This allows the criminals to study the organization’s vendors and 
billing systems, as well as the CEO’s style of communication and perhaps 
even his or her travel schedule, without detection. When the time is right, a 
spear-phishing request is made to a specific individual, such as a bookkeeper, 
accountant, controller, or CFO, requesting an immediate wire transfer, 
often to a trusted vendor. If paid, this money is often hard to recover due to 
laundering techniques and accounts that drain the funds into other accounts 
that are difficult to trace.

Ransomware
Ransomware is a type of malware in which attackers lock the data on a victim’s 
computer, typically by encryption, and payment is demanded before the 
ransomed data are decrypted and access returned to the victim. In 2017, the 
FBI’s IC3 received 1,783 ransomware complaints with adjusted losses of 
over $2.3 million.

16  OCTOBER 2018  MINNESOTA PHYSICIAN  

3Social engineering from cover

Embracing change is not optional, 
it’s a requirement to survival.

Bringing advanced day treatment 
closer to home

When your patients need treatment for eating disorders, 
OCD and anxiety, PTSD, depression or other mood disorders, 
Rogers Behavioral Health provides specialized outpatient care 
that’s proven to work—right here in the Minneapolis area.

To refer a patient, visit 
rogersbh.org/refer or call 
800-767-4411.
  

Find life worth living.

https://www.rogersbh.org/


Unlike other types of attacks, the victim is usually notified that an exploit 
has occurred and is given instructions for how to recover from the attack. 
Payment is often demanded in a virtual currency, such as bitcoin, so that 
the cybercriminal’s identity isn’t known. Of course there’s no guarantee that 
the criminals will release the files or that the files have not been breached or 
disrupted in some way.

There is usually a delay between the insertion of the ransom software and 
the execution of the attack. This delay is intended to enhance the spread of the 
ransomware throughout the system, especially into backup files. This decreases 
the likelihood that the data can be recovered without paying the ransom.

Lines of defense
So how do you prevent social engineers from having a negative impact 
on your organization? One certainty is that as technical security factors 
become more stringent, social engineering techniques will respond in kind. 
The weakest link in the security chain is the human who accepts a person 
or scenario at face value. Although some technical barriers can be put in 
place, employee training is the most important defense an organization has 
to protect against social engineering crimes.

Consider the following tips to reduce your risk:

Email attacks

To reduce the risk of a phishing attack, keep malware and spam filters 
up to date.

To reduce the risk of falling victim to BEC, implement a formal structure 
and process for releasing information and making payments. Employees 

should be trained to be very suspicious of an email directive to wire money, 
mail a check, or release personal information. Consider the following actions 
recommended by the FBI’s IC3 (2016):

• Verify changes in vendor payment location and confirm requests 
for transfer of funds.

• Consider financial security procedures that include a two-step 
verification process for wire transfer payments. Double-check with 
a human. Call to verify and use the corporate telephone book 
rather than calling the numbers listed in the email.

• Do not use the “Reply” option to respond to any business emails. 
Instead, use the “Forward” option and either type in the correct 
email address or select it from the address book to ensure the 
intended recipient’s correct email is used.

Social media security

Develop and implement a policy on employee use of social media, including 
personal page posts and references to the organization. Train your staff members 
on locking down their personal social media pages, and inform them of the risk 
to their personal property and well-being when too much personal information 
is shared.

Ransomware

To reduce and/or mitigate the risks of ransomware: 

• Develop a response plan, which may require outside experts.
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BY MICHELLE D. SHERMAN, PHD, LP, ABPP; AND  
LUANN KIBIRA, APRN, NP

“You’ve had a stroke.”

E
ach of us heard these words from an emergency room physician 
earlier this year, coincidentally about a month apart. Shocking? 
Life-changing? Perspective-offering? Reminding us of the 
importance of gratitude? Yes. We are friends and coworkers (a 
clinical psychologist and a nurse practitioner, respectively) in a 

family medicine residency clinic. We’ve each had over 20 years of experience 
caring for patients with a wide array of physical and mental health problems, 
but getting a serious diagnosis and being admitted to the hospital were 
uncharted territories. The experience was humbling, frightening, confusing, 
and overwhelming. Fortunately, we both have no residual damage from our 
strokes and are extremely grateful for great prognoses, excellent health care 
teams, and supportive families, friends, and coworkers.

As we both spend much of our professional careers teaching resident 
physicians and trainees from other allied health disciplines, we often reflect 
upon teaching opportunities. Having a stroke, spending time in the hospital, 

and having mandatory time off work for recovery involved unique experiences 
and time for reflection. In attempting to make meaning of the journey, we 
have contemplated our experience as patients, including what was especially 
helpful and what was difficult in interacting with the health care team. We 
want to use our experiences to shape our teaching—and, hopefully, invite 
others to consider our lessons learned from the other side of the hospital bed.

What to tell patients
Reflecting on our experiences as patients in the emergency room and 
hospital floor, we humbly offer the following recommendations for health 
care professionals:

Be aware of how much information I can digest, especially shortly after 
a major medical event. One of us was visited bedside by a specialist three 
hours after the stroke. He stood at the end of the bed at 6 a.m. and gave a 
one-hour, highly detailed neurological overview of strokes and treatment 
options. Although I wanted information, I simply couldn’t assimilate this 
level of detail; hearing all this information and trying to absorb it was 
stressful. A simple, short explanation right away, followed by more details 
later, would have been more helpful.

Sit down. Balance computer work with meaningful patient interaction. 
Although sitting down next to the patient is possibly a common-sense 
suggestion, we learned it is not a consistent practice by the providers in 
both our emergency departments and patient rooms. We both had a 
few physicians sit down in chairs by our beds, which allowed for more 
comfortable communication. However, many providers stood quite a ways 
away at the end of the bed, seeming to tower over us. We understand that 
documentation in the computer (oftentimes on standing platforms) is 
necessary, but some providers asked questions and documented information 
while looking primarily at the computer. Instead, start the interaction by 
sitting down at our level, and make eye contact whenever possible.

Please use simple language and avoid acronyms. Even as seasoned health 
care professionals, we felt overwhelmed after our strokes. We were unsure of 
the cause of our strokes, and we asked ourselves what we might have done (or 
not done) that led to this medical event. We worried if the immediate post-
stroke symptoms (e.g., headaches, dizziness) would go away. We wondered 
when we could return to work. We were afraid of having another stroke, 
and wondered what we could do to prevent a recurrence. While dealing 
with these questions and trying to cope with the shock of the diagnosis, 
we struggled to process new information. Providers’ use of technical terms, 
jargon, and acronyms made comprehension more difficult. Instead, offer 
concise explanations, repeat them, use layperson language, and elicit 
questions from the patient.

Please be consistent in the terminology of medications. It’s confusing when 
health care team members alternate between generic (lisinopril) and brand 
(Prinivil) names ... and sometimes use drug class names (e.g., “ACE,” for 
“angiotensin-converting-enzyme inhibitor”) or even abbreviations (do you 
want your “dil”—for diltiazem).
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Drawings or written information are helpful, but check on patients’ 
preferences. In the hospital, we were each given detailed booklets on strokes 
that included key terms, risk factors, and treatment options. However, 
immediately after a major medical event, even opening such a book can feel 
overwhelming and daunting. We never thought 
that a book called “Life after stroke” would be 
relevant for us. We appreciated physicians who 
walked through key parts of the book and drew 
some basic pictures for us.

Too much detailed information and too many 
visuals can be frightening, so please consider 
balance. One of us will never forget the pictures 
of the white spots in her brain, real proof of the 
damage done by the stroke. It would be helpful to 
ask patients if they want to see the picture rather 
than just showing them.

It would also be very helpful if patients could have a small notebook in 
which to write down their questions and the doctors’ responses.

Seeing you consult with your colleagues is comforting, but observing conflict 
among health care team members is distressing. Patients appreciate when team 
members work together to define treatment options and understand there 
may be differences of opinion. However, watching you disagree in front of 
us and seeing you badmouth your colleagues is upsetting. Please address 
disagreements outside of the patient’s room.

Words of encouragement are extremely helpful. As patients, we have not 
been through the routine “stroke protocol” and don’t know what to expect. 
Receiving reassurance and hope for recovery can feel very good. One us has 
had a good friend (who was incidentally also a physician) visit her on the 

first day after her stroke. His words —“you’ll only 
get better from here” (referring to the sequelae 
of this stroke)—were incredibly comforting and 
bolstered her spirits immensely.

Avoid terms of endearment. Although we definitely 
appreciate kindness and compassion, we are still 
your patients and ask that you maintain professional 
boundaries. Although we know you’re trying to be 
kind when you refer to us as “honey,” “sweetie,” or 
“dear,” we are none of those things to you; such terms 
can feel patronizing. Instead, ask us what we like to 
be called and then address us by our preferred name.

Being in the hospital can be boring, and we spend a lot of time waiting for 
doctors. We know you’re very busy and have many patients on your service. 
However, any indication of when you’ll be available or stopping by is very 
helpful (e.g., “I tend to round in the morning”).

Being in a hospital gown in a hospital bed is a powerless, vulnerable, and 
confining experience. We couldn’t eat when or what we wanted (dietary 
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BY ANTONIO “TONY” FRICANO, JD

O
n June 20, 2018, the Centers for Medicare & Medicaid 
Services (CMS) announced that there will be what CMS 
called a “Regulatory Sprint” to revamp the Physician Self-
Referral Law (commonly referred to as the “Stark Law,” 
named for its original sponsor, California Congressman 

Pete Stark). CMS is seeking recommendations and input from the public 
on how to address any undue impact and burden of the Stark Law on 
care coordination and delivery of value-based care. Under the current 
administration, CMS leadership has made it clear that one of its top 
priorities is to scale back regulations where the government is overstepping 
its grounds and unduly burdening providers—in some cases leading to 
significant potential liability for providers.

This article will illustrate how the Stark Law has developed over time; 
discuss the application of Stark under the current regulations, as well 
as some of the practical challenges encountered by providers today; and 
speculate on some of the courses CMS may take on this issue.

A “brief” history of Stark
It is beyond the scope of this article to discuss every exception, definition, or 
test applicable to a Stark Law analysis of what may be considered an improper 
physician self-referral, but a brief summary will illustrate its history. 

Initial purpose. The Stark Law is a set of federal laws that prohibit 
physician self-referral to an entity with which the physician (or an 
immediate family member) has a financial relationship. At the time of 
enactment, Congress reasoned that a bright-line rule would help physicians 
self-regulate and avoid fraud and abuse issues. Despite this initial intent, the 
law has been expanded and modified over the years through various pieces 
of legislation, resulting in a complex and convoluted framework of laws that 
involve very few bright lines. Further complicating the issue is that there is 
no “intent” requirement for the Stark Law (e.g., no demonstration that the 
provider had knowledge of wrongdoing). Even unknowing providers with 
no malicious intentions could be in violation of the Stark Law and subject 
to massive monetary fines for technical violations.

Stark I. The first iteration of the Stark Law (Stark I), which passed as part 
of the Omnibus Budget Reconciliation Act of 1990, prohibited a physician 
from referring a Medicare patient to an entity for clinical laboratory services 
if the physician or the physician’s immediate family member had a financial 
relationship with the entity. The statute provided for several exceptions to 
the prohibition, with some applying to ownership arrangements and some 
applying to compensation arrangements (or both).

Stark II, Phase 1. Shortly after passing Stark I, Congress agreed that the 
limitation of Stark to clinical laboratory services was too narrow. This led 
to the passage of “Stark II,” as part of the Omnibus Budget Reconciliation 
Act of 1993, which expanded Stark to cover Designated Health Services 
(DHS) and expanded coverage to Medicaid programs. The 10 categories 
of DHS included in the rule are: 1) clinical laboratory services, 2) physical 
therapy, occupational therapy, and speech-language pathology services, 3) 
radiology and certain other imaging services, 4) radiation therapy services 
and supplies, 5) durable medical equipment and supplies, 6) parenteral 
and enteral nutrients, equipment, and supplies, 7) prosthetics, orthotics, 
and prosthetic devices and supplies, 8) home health services, 9) outpatient 
prescription drugs, and 10) inpatient and outpatient hospital services. There 
were also several definitions that were added and revised in this iteration 
of the law.

Stark II, Phase 2. On March 26, 2004, CMS published Phase 2 of Stark 
II (Phase 2), intending to define prohibitions narrowly and the exceptions 
broadly. Some important provisions of Phase 2 are: 1) the creation of the 
holdover exception for lease arrangements, 2) the allowance for termination 
of agreements prior to one year (provided no new agreements may be 
entered into within that year), 3) the exclusive use of space or equipment 
by lessee requirement for leases, 4) clarification on the regulations related 
to productivity bonuses for physicians, and 5) clarification that the “set 
in advance” requirement for compensation arrangements allows payment 
based on percentages of collections.
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Stark II, Phase 3. On September 5, 2007, CMS published the Phase 3 
Final Rule on Stark (Phase 3). In this iteration of the rule, CMS: 1) indicated 
that fair market value can be determined using any commercially reasonable 
methodology that is appropriate under the circumstances, 2) extended the 
holdover exception from leases to personal service arrangements, and 3) 
indicated that physicians “stand in the shoes” of their group practices, thus 
requiring a direct exception to the Stark Law in situations where an indirect 
compensation arrangement exception would have previously sufficed.

Stark modifications under the Hospital Inpatient Prospective 
Payment System (IPPS). There were significant changes to the Stark Law 
affecting its application to hospitals that were part of the 2009 IPPS Final 
Rule. First, the “stand in the shoes” requirement of Phase 3 was eliminated 
for physicians that were not owners in the group practice. Second, CMS 
revisited the percentage-based compensation discussion from Phase 2 and 
restricted the use of percentage-based compensation in the fair market value, 
indirect compensation, and office and equipment lease exceptions under the 
Stark Law. Third, CMS prohibited per-click lease arrangements (unit-based 
compensation in arrangements for the rental of office space or equipment). 
Fourth, CMS added a grace period under certain circumstances for 
obtaining signatures in order to meet an exception’s technical requirements. 
Finally, CMS provided guidance for calculating the period of disallowance 
for Stark Law penalties.

Stark Waivers under the MSSP (Medicare Shared Savings Program), 
ACO (Accountable Care Organizations) Program, and BPCI (Bundled 
Payments for Care Improvement) Program. Section 1115A(d)(1) of the 

Social Security Act authorizes the Secretary of Health and Human Services to 

waive certain fraud and abuse laws (including the Stark Law) for certain service 

delivery models developed by the Center for Medicare and Medicaid Innovation 

(CMMI). The extent of the waivers and conditions vary, but currently there are 

waivers for 11 different programs (see www.tinyurl.com/mp-waivers).

2016 Medicare Physician Fee Schedule Final Rule (“2016 Final 
Rule”). The 2016 Final Rule included multiple provisions impacting 

Stark. In a significant turn of events, CMS indicated that the Stark Law 

writing exception can be met through a collection of documents, noting 

examples of documents that together could form the basis for a contract. 

Even though this added new options for providers seeking to fit prior 

arrangements into an exception, the issue has been litigated and courts 

have held that the documents must contain clear indication of agreement. 

Additionally, CMS expanded the grace period for signatures to 90 days 

(inadvertent or not). CMS also clarified that as long as a contract lasts one 

year, it doesn’t matter that the term in contract isn’t for one year. CMS 

provided detailed guidance on timeshare leases and CMS also indicated 

that holdover leases could continue indefinitely, as long as certain 

conditions are met.

Penalties for non-compliance. Some of the penalties for violating 

the Stark Law include: 1) denial of payments and/or refund of payments 

received, 2) fines of up to $15,000 for each service provided, 3) three times 

the amount of the improper payment received from Medicare, 4) exclusion 

from participation in health care programs, and 5) civil penalties of up to 

$100,000 for each circumvention scheme.

In addition, under the False Claims Act, providers face exposure for 
private causes of action for Stark Law violations, providing significant 
monetary incentives for employees or competitors to prosecute violations.

Analysis under the current regulatory framework
The Stark Law prohibits a physician from making referrals for DHS to any entity 
with which the physician has a financial relationship, unless the arrangement 
qualifies for an exception. If a provider is ever in a position to receive referrals 
of DHS, it is important that there be a process put into place to ensure Stark 
compliance. Below is a very high-level framework for such a process:

First, to determine whether Stark applies, we need to ask:

1. Does the arrangement involve a “physician”?

2. Does the “physician” or an “immediately family member” of the physician 
have a “financial relationship” with the “entity furnishing DHS”?

3. Is there a “referral” of “DHS”?
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Each of the words in quotations has a specific definition or test as to 
whether it applies for Stark purposes.

Second, if the Stark Law does apply, the next 
question is whether the arrangement fits squarely 
into an exception. There are numerous exceptions 
to the Stark Law, and a Stark analysis will focus 
on the tests specific to the particular exception 
that might be applicable to the arrangement. 
Some commonly relied upon exceptions are for: 
1) bona fide employment, 2) personal services, 3) 
leases, 4) medical staff incidental benefits, and 5) 
non-monetary compensation.

Third, if the arrangement satisfies the 
technical requirements of an exception, will it 
stand up to scrutiny of: 1) fair market value, 2) commercial reasonableness, 
and 3) no relation to volume or value of referrals. Usually when we see large 
verdicts or settlements, it is not because of a technical violation, but rather 
because the arrangement has an issue in this area. In one instance (United 
States ex rel. Drakeford v. Tuomey Healthcare Sys., Inc.), parties eventually 
settled for more than $72 million after a $237 million judgment.

In the case of health care institutions that require their employed 
physicians to refer to onsite facilities, the referral requirement will not be 
a Stark violation if the physicians meet the bona fide employee exception 

under the Stark Law and the referral requirement is in writing and subject 
to: 1) patient choice, 2) third-party payer determination of provider, and 
3) the physician’s judgment regarding the patient’s best medical interests. 
See 42 C.F.R. § 411.354(d)(4). Further, the required referrals must relate 

to the physician’s services that are covered in the 
arrangement, and the referral requirement must be 
“reasonably necessary to effectuate the legitimate 
business purposes” of the arrangement. If the 
arrangement is structured appropriately, it can be 
Stark-compliant—but, like everything else with 
Stark, there is a lot to consider.

The depth and breadth of these regulations can 
be difficult for even the most experienced lawyers 
to navigate and are a far cry from the “bright lines” 
that Congress intended for providers to use to self-
regulate when the law was initially enacted.

How can we fix it?
One option that has been considered is to follow the model used for the 
MSSP program and other CMMI programs and extend waivers for fraud 
and abuse laws to participation in commercial programs involving providers 
taking financial risk or participating in clinical integration networks.

The aforementioned waivers were extended in the MSSP and 
CMMI programs because those programs discourage overutilization. 
Extending these waivers to commercial arrangements that also discourage 
overutilization would further CMS’ goals of reducing regulatory burdens 
on providers and incentivizing the movement toward value-based care.

There need to be some guidelines as to which commercial arrangements 
should qualify for the waivers. Fortunately, there is already a body of law 
that analyzes this issue. The Federal Trade Commission (FTC) and the 
Department of Justice issued guidance back in 1996, evaluating clinical 
integration and financial integration amongst providers as part of the 
analysis of whether such arrangements violate the Sherman Antitrust Act of 
1890 (see www.tinyurl.com/mp-antitrust).

The same criteria used by the FTC in determining whether an 
arrangement is allowable under antitrust law would apply in determining 
whether the arrangement is appropriate for receiving a waiver of the fraud 
and abuse laws. As many commercial arrangements involving financial 
integration and clinical integration already require analysis to ensure 
compliance with antitrust law, requiring the same analysis for determination 
of whether the arrangement should qualify for fraud and abuse waivers 
would have a minimal burden on providers.

Antonio “Tony” Fricano, JD, is special counsel at Gray Plant Mooty 

and specializes in health care regulatory law. He was previously associate 

general counsel and the MSSP ACO compliance officer for the largest 

health system in Illinois, based out of Chicago. Mr. Fricano has reviewed 

and advised on hundreds of potential Stark violations and has experience 

working through the disclosure process with CMS and the U.S. Department of 

Health and Human Services’ Office of Inspector General. He was a member 

of the Loyola Law Journal and a Fellow in the Institute for Consumer Law and 

Antitrust Studies.  
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restrictions on the hospital menu), we couldn’t shower when we wanted 
(public shower down the hall), we couldn’t use the restroom when we 
wanted to (need to monitor input/output), and 
we couldn’t leave the room (risk of flu exposure). 
Being in a hospital bed can make you feel like a 
caged animal at times. Therefore, when there are 
decisions we can be involved in, we appreciate being 
part of the discussion. Similarly, we appreciate your 
engaging our family members in our care when 
possible. We were both fortunate to have supportive 
family members and friends with us for most of our 
hospital stays. When you help our support network 
(e.g., answering their questions, getting them a 
blanket), you help us as patients.

Please treat us as patients, not as providers or colleagues. When you’re 
taking care of health care professionals, please remember that we are now 
your patient. When sitting in a hospital bed, we’re not functioning as a 
provider. We are accustomed to being in control and making the treatment 
recommendations; we are frightened by the diagnosis (or diagnostic 
uncertainty) and scared to be in the vulnerable role of patient. After all, 
“we” aren’t supposed to get sick! We both remember thinking, “I cannot 
be admitted to the hospital tonight—I’ve got charts to close and patients 
to see!” Even though we have degrees behind our names and also work in 

health care, we want, need, and deserve the same empathy, explanations, 
reassurance, and time from you as your other patients.

Closing thoughts
We are grateful for the many caring nurses, doctors, physical and occupational 

therapists, and food service and housekeeping staff 
who took care of us. We will take the lessons we’ve 
learned from our experiences in the hospital into the 
care we provide our patients every day. As shocking 
as our diagnoses and subsequent hospitalizations 
were, they have made us more empathic providers 
and helped us relate better to our patients.

Michelle D. Sherman, PhD, LP, ABPP, is a professor 

in the Department of Family Medicine and Community 

Health at the University of Minnesota. A licensed 

clinical psychologist, she directs the behavioral health 

program at the University of Minnesota’s North Memorial Family Medicine 

Residency Program.

LuAnn Kibira, APRN, NP, is a nurse practitioner at Broadway Family 

Medicine, a University of Minnesota Physicians clinic in North Minneapolis. 

Her medical interest is women’s health.  
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BY CLAIRE S. NEELY, MD, FAAP; AND  
SARAH HORST, MA 

“People are entitled to joy in work.”

—W. Edwards Deming

I
n health care, where change management is often viewed with dread 
rather than enthusiasm, this might seem like a surprising way to begin. 
Change management is most often defined as the process, tools, and 
techniques required to achieve a certain business outcome. This includes 
supporting people to make changes. Yet for many reasons, change 

management in health care—perhaps in the areas of new clinical guidelines, 
evidence-based practices to integrate behavioral health and collaborative 
care, implementation of Triple Aim objectives, or staffing structures—
often fails to provide this necessary support to health care workers before, 
during, and after any system change or process improvement.

When it comes to quality improvement and the transformation required to 
thrive in a value-based care environment, the idea of facing one more process 
improvement can seem overwhelming. In fact, when there’s a choice between 
making a change and maintaining the status quo, most people choose the latter.

So how can physicians and other health leaders not only implement 
change but achieve strong engagement around change (or even “joy”), 
particularly when many health care workers are feeling burned out and 
disillusioned? There isn’t an easy answer. Too often, what organizations 
call “change management” are actually top-down management mandates, 
instead of what should be an inspirational, creative practice.

The practice of medicine has faced unbelievable amounts of change 
over the past decade. Much of that change has been externally driven, 
from federally mandated electronic health records, to the introduction 
of the ACA and the implementation of Medicare star ratings. Further 
disruption has resulted from medical information being widely available on 
the internet. This has armed health care consumers with knowledge, but 
at times has created challenges when the information was of poor quality. 
It’s not surprising, faced with so much external change, that resistance to 
internal change management programs continues and may even be growing 
within physician ranks.

Change management or rigid mandate?
When physicians and other health leaders resist change, it can be challenging 
for administrators and change agents to introduce and implement new 
systems and process improvements. When faced with resistance, management 
can easily fall into the trap of issuing rigid mandates disguised as quality 
improvements. This often leaves organizational change agents feeling like a 
modern-day Sisyphus, dragging unwilling participants up the hill toward the 
desired outcome, only to repeat the same effort the next day, and the day after.

Obviously, there’s a problem with change management in health care. 
At quality improvement workshops led by the Institute for Clinical Systems 
Improvement (ICSI), we’re asked the same question over and over again: 
“How do we get people to participate in improvement?” The answer is not 
rigid mandates, which create defiance rather than engagement. The answer 
lies in creating an atmosphere that embraces collaboration and the co-creation 
of solutions. Simply put, the answer is a return to teamwork.

Physicians can and must be the leaders in transforming how health care 
approaches and manages change and quality improvements. They must embrace 
the idea that the responsibility for any improvement resides with everyone, not 
just the quality improvement (QI) staff or a designated change agent.

Most health care organizations already have a good understanding of 
Lean and Six Sigma principles. It’s the engagement skills that have been 
left behind. To truly engage people within health care, change has to be a 
collaborative process. Physicians should play a strong role in moving to what 
often constitutes a brand new mindset around change management

Developing the “how” through small tests of change
Redefining change management can benefit from taking a fresh look at 
the Model for Improvement (MFI) developed by quality experts Gerald 
J. Langley and Kevin M. Nolan, authors of “The Improvement Guide: A 
Practical Approach to Enhancing Organizational Performance.” Although 
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most health care leaders “know” the MFI, the actual implementation of the 
MFI and its associated tools may not always be carried forward in its true 
spirit of trial and learning.

In our experience, most organizations are taking on activities that are 
too big for the MFI’s Plan-Do-Study-Act (PDSA) 
cycles. Using smaller PDSAs can further change 
more effectively. By involving the team in specific, 
smaller cycles, PDSAs can also serve as a vehicle 
for re-introducing a more collaborative approach. 
Evidence has shown that testing hypotheses on a 
small scale actually speeds up improvement. The 
cycles iterate more quickly, and knowledge is 
acquired more rapidly.

It’s clear that nearly everyone understands 
“what” needs to be done. It’s usually the “how” 
that isn’t planned well. The “what” is often the 
mandate, such as a strategic goal, or compliance to certain required metrics. 
Redefining the “how” can help achieve stronger engagement, by using a 
team approach and building a solution that reaches the desired outcome.

Steps to engaging the team in quality improvement
Most health leaders and other change agents feel they’ve tried just about 
everything, and many are frustrated by their inability to motivate teams 
to improve. What usually hasn’t been tried, however, is asking the team to 
participate in creating the “how.” It may seem like a leap of faith to believe that 
the team will co-create strong solutions, but in most cases, that’s exactly what 
happens. While there is some variation depending on the size of the team and the 
situation being addressed, most successful engagement follows these four steps:

1. First, clearly define the non-negotiable “what.” In other words, be 
clear about the goal that must be achieved. Explain that the status 
quo is not an option and that their participation is a necessary and 
vital part of developing process improvements. Physicians should 
consider using data and patient stories that help support the staff ’s 
understanding of the goal.

2. Next, encourage ownership of the “how.” Gather ideas from the 
team in a group setting on ways to accomplish the goal, and/
or to reach the desired outcome. Ask them to hold each other 
accountable for contributing ideas. Physicians can support the QI 
facilitator in this idea-gathering phase by encouraging all members 
of the team to share ideas. An outside facilitator can be helpful 
when doing this exercise with a new team.

3. Now, focus on embracing every idea. Create a safe environment 
where all suggestions have a place on the table to be considered 
by the team. The goal is to gain a better understanding of the 
problem together, and then co-create possible solutions based on 
ideas generated from the team. Solutions may not be clear at first, 
but there needs to be a sense of freedom and safety to explore any 
avenue. Physicians are trained to be analytical and find problems, 
but this is a time to hold back on analyzing potential outcomes. 
This allows many possible solutions to be considered before 
choosing what to try.

4. Finally, experiment with small PDSA cycles. As the team examines 
the results of each test cycle, they need to be willing to use what 
works, keep testing those which seem promising, and abandon 

ones that simply didn’t work. It’s important for new processes to 
represent real improvements, not merely changes. This is the phase 
where a physician’s strong analytical skills can and should be used.

A major premise of improvement experts Langley and Nolan’s guide is that 
change isn’t achieved through the implementation 
of a single solution. It’s the impact of several 
changes that have the most effect on the whole 
system. Understanding this, and adopting an 
iterative, team-based approach, can accelerate 
quality improvements. Team members feel a sense 
of ownership around the improvements, which in 
turn results in more engagement in the future.

Infusing change management  
with collaboration
Change management may be difficult to tackle 
within many health care organizations where 

physicians and staff are overworked, overwhelmed, or even burned out. An 
unusual but effective tool that has proven useful involves applying the rules 
of improvisational arts to quality improvement. In ICSI’s “Prime the Pump” 
workshop series, physicians and health care staff are invited to re-engage 
with change management through the collaborative framework of improv.

Anyone who has watched the popular show “Whose Line Is It Anyway,” 
listened to jazz, or seen a performance by Stevie Ray or Brave New 
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BY NANCY F. NELSON, FSA, MAAA 

M
innesota providers should start planning now to be ready 
to comply with new pricing transparency requirements 
effective on July 1, 2019. The Minnesota Legislature 
approved amendments to Minnesota Statutes 62J.81 in 
the 2018 legislative session; Gov. Mark Dayton signed 

the bill on May 19, 2018.

The law also adds new transparency requirements for health insurance 
companies.

Current requirements
Health care providers are currently required to provide information about 
payments at the request of a consumer, and at no cost to the consumer. 
“Provider” is broadly defined to include persons or organizations providing 
health care or medical care services for a fee, but excludes nursing homes.

The current requirement is to provide a good faith estimate of the 
amount the provider has negotiated as payment from the consumer’s health 
plan for any services specified by the consumer. If the consumer has no 
health plan, the provider must provide a good faith estimate of the average 

payment the provider will accept from private third parties for the services, 
and the estimated amount the consumer will be required to pay.

Health plans are subject to a similar disclosure requirement. They 
must provide an enrollee (i.e., the consumer member of the health plan) 
with a good faith estimate of the amount the health plan has contracted 
for with a specific provider in the plan’s network as total payment for the 
specified service.

The health plan is further required to estimate what portion the member 
will be required to pay of the total, effectively requiring the health plan to 
make a prospective application of the member’s expected insurance benefits 
such as copayments, deductibles, and coinsurance. However, the estimate is 
not binding on the health plan.

New requirements
The amendments to the bill expand current transparency requirements 
significantly. All providers are now required to provide information on 
other fees or charges that the consumer is likely to incur in conjunction 
with a visit, including any related facility fees.

Additional disclosure requirements applicable only to primary care 
providers include the top 25 most commonly billed procedures. These 
are to be identified as the most frequently billed current procedural 
terminology (CPT) codes, including the 10 most common evaluation 
and management (E&M) codes, and the 10 most frequently billed codes 
for preventive services. If a provider is part of a health care system, the 
list may be developed using the mix of services provided across the 
system. Primary care providers are defined to include a provider or clinic 
specializing in family medicine, general internal medicine, gynecology, or 
general pediatrics.

For the 25 top CPT codes, several different amounts must be disclosed, 
including:

• The provider’s charge.

• The average reimbursement received from commercial health plans.

• The Medicare allowable payment rate.

• The Medical Assistance Fee-For-Service Payment rate.

The provider’s charge is defined as the amount that must be paid by a 
consumer with no public or private insurance.

This information on the top 25 services must be made available on the 
provider’s website, and be posted in the reception area of the office or clinic.

Timing requirements are now specified, and apply to both providers and 
health plans. Once a complete request for information is received by either a 
provider or health plan, the information must be provided to the consumer 
or enrollee within 10 business days.

The final change clarifies that the transparency requirement may not 
be avoided through the application of any contractual language between a 
provider and a health plan company.
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CAR T-cell 
therapy
Modifying cells to fight cancer

BY VERONIKA BACHANOVA, MD, PHD

University of Minnesota Health is now 

among the few selected centers in the nation 

to offer two new immunotherapy drugs for 

the treatment of diffuse large B-cell lymphoma. 

Both drugs—Yescarta and Kymriah—are part of 

an emerging class of treatments, called CAR T-cell 

therapies, that harness the power of a patient’s own 

immune system to eliminate cancer cells. 

CAR T-cell therapy involves drawing blood 

from patients and separating out the T cells. Using 

a disarmed virus, the patient’s own T cells are 

genetically engineered to produce chimeric antigen 

receptors, or CARs, that allow them to recognize 

and attach to a specific protein, or antigen, 

on tumor cells. This process takes place in a 

laboratory and takes about 14 days. After receiving 

the modification, the engineered CAR-T cells are 

infused into the patient, where they recognize and 

attack cancer cells. Kymriah received initial FDA 

approval in 2017 for the treatment of pediatric 

acute lymphoblastic leukemia.

Physician/employer direct contracting to page 124

Physician/employer 
direct contracting
Exploring new potential

BY MICK HANNAFIN

With the continuing escalation of health care costs, large and midsized self-
insured employers are once again looking for an edge to manage their 
medical plan costs and their bottom line. They understand that they are 

ultimately funding health care as they pay for their population’s claims.

Many of these employers have employed the same overarching set of strategies: shop 

for a new carrier that is willing to lower the administrative costs or underprice the risk, 
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Providing price information to a consumer isn’t so easy
Providing patients with information about expected prices is a laudable 
goal. It is valuable to a consumer as a tool for decision making on elective 
procedures, for managing benefits under high-deductible plans, and 
potentially for comparing one provider to another. 

However, while data on prices and consumer 
experience may be generalized, each patient 
will have an individual experience that may be 
significantly different from a “typical” experience.

For example, a colonoscopy is a common 
procedure. For a typical case, expenses might 
include the CPT code for the procedure, a facility 
charge, and fees for anesthesia. With normal 
results, these would all be typically paid by the 
health plan as preventive services and the enrollee 
would likely incur no out-of-pocket expense.

However, if even the smallest polyp is found and removed, the 
procedure is no longer preventive. The consumer in this situation would 
likely be facing a higher bill for a CPT code reflecting the more complex 
procedure, plus additional fees for lab services to test the sample. And, 
because the service is no longer preventive, the consumer might be facing 
a very large out-of-pocket expense.

Costs for maternity care can also vary broadly. Many complications relative 
to the desired normal delivery at 40 weeks are possible. Variations in cost could 

develop from a broad range of factors. Examples include an unexpected need 
for screening tests for the fetus, delivery by caesarean section, pre-term delivery, 
identification of multiples, need for anesthesia, complications from infections, 
etc. The list of variables is very long even for this very common condition.

These examples help show how different a 
patient’s costs might be relative to an expected 
average. Communicating assumptions used to 
develop an expected cost provided to members 
will be extremely important; the “small print” type 
of footnotes will be very important to help make 
it clear to patients that the good faith estimate is 
truly only an estimate, and that each procedure 
may entail additional unexpected costs.

Developing an approach to respond to 
requests for best estimates
To provide a best estimate of costs, a provider 

needs to be ready to identify both the fees for services they will provide 
as well as the services and fees that the consumer may receive from other 
providers or facilities. A structured approach to identify these components’ 
affected price will be needed. See Exhibit 1 for suggestions.

While providers will have information about their own practices, 
they will not necessarily be privy to the expected costs for a hospital 
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admission, outpatient facility services, outpatient drugs, or therapies. For 

providers working in an integrated system, this information will likely 

be more available, and ideally provided in some 

centralized way to the staff who must complete 

the good faith estimates.

For health care providers working more 

independently, a process to obtain cost estimates 

for hospital admissions and average outpatient 

facility charges at the facilities where the provider 

typically performs procedures will be needed. 

These estimates will likely need to be less specific 

than those for services provided at the provider’s 

own office or clinic.

The requirement that the estimate be specific to the payments that 

are expected for the consumer’s specific health plan is likely problematic. 

While the law makes it clear that contracts cannot impede release of 

information to a consumer, it does not require one type of provider to 

share information with another. 

Similarly, expected costs for prescription drugs are likely to be of 

much interest to patients and valued if available, but highly problematic 

for both independent providers and for those in integrated systems, since 

drug costs are likely subject to contracts between a health plan and a 

Pharmacy Benefits Manager (PBM), or between a self-funded employer 
and a PBM.

If providers take care in developing the list of related fees and charges that 
are likely to be associated with a particular service, the educational benefit to 

consumers will be significant. Consumers will be in 
a better position to understand all the requirements 
of care before and after a health care procedure.

The fact that a consumer may request an 
estimate from both their health plan and their 
provider may create some challenges for both. 
The health plan is likely in a better position 
to access and summarize data related to all the 
expenses associated with a particular service.

If this information is presented in a different 
format, or in a significantly different level of detail, 

or with a materially different estimate of costs, consumers may become 
frustrated. Consumers are likely to demand time from providers to discuss 
the expected costs and mix of related services.

Developing an approach for reporting the top 25 primary 
care services
Identifying the top 25 procedure codes for primary care provider practices 
should be a more straightforward analytical exercise. Data on charges 
by CPT code for the practice could be summarized for a recent calendar 
period (e.g., a recent 12-month period) and sorted by code and volume of 
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procedures. The top 10 E&M codes and the top 10 preventive codes could 
be selected from this ranked list, and the next five additional CPT codes 
selected based on volume.

This data could then be further sorted by payor category to develop the 
required averages for payments by commercial insurance plans, Medicare, 
and the Minnesota Medical Assistance (Medicaid) fee-for-service program. 
Charges should be readily available, since they are established by the 
provider. If data on payments by the Centers for Medicare & Medicaid 
Services (CMS) or by Minnesota Medical Assistance is not of sufficient 
volume to determine average payments, methods to determine them are 
publicly available through CMS and the Minnesota  Department of Human 
Services (DHS).

In developing the list of averages, the primary care providers would wish 
to consider the optimal time of year to develop the lists, and how frequently 
they should be updated. If health plan contract renewals and charge master 
changes generally occur each January, it may be desirable to create the initial 

list in the fourth quarter of the year and then finalize it to reflect contract 
changes each January.

Analytical resources to support compliance
The data expertise and resources needed to create the process to prepare 
estimates and the analysis of average costs for the top 25 services may be 
in-house for large integrated provider systems. Alternatively, consultants 
with expertise in analysis of medical claim and encounter data could 
provide the needed support to help ensure a provider practice is ready 
with the required tools and information by the July 1, 2019, deadline 
for compliance.
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Minnesota Clinic—Good Faith Cost Estimate

Member Name

Inquiry Date

Response Due Date

Provider Code Assumptions/
Notes

Price 
Estimate

Service to be 
Provided

Other Anticipated 
Charges:

  Lab

  Imaging

  Anesthesia

  Inpatient Admission

  Outpatient Facility 

  Outpatient Rx

  Follow-Up Visits

  Durable Medical 
  Equipment

  Other

Total

Exhibit 1. Sample form to prepare good faith estimates for consumers.
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BY JASMINE CURRY, BS; MATT PAVLOVEC, RN, BSN; AND KEVIN 
M. HARRIS, MD

A
n acute aortic dissection (AD) occurs when there is a tear in 
the intima, the inner layer of the aorta, allowing blood to 
travel through a separate channel (false lumen), often leading 
to complications which may include cardiac tamponade, aortic 
regurgitation, ischemia of the branch vessels, and, ultimately, 

aortic rupture. The patient’s symptoms depend on the path of the dissection 
and which organs are malperfused. Most commonly, patients with AD have 
symptoms of chest or back pain that may mirror the much more prevalent 
acute coronary syndromes, and are frequently mistreated as such. If the 
ascending aorta (Type A) is involved, this condition represents an acute 
surgical emergency, with a mortality that is historically 1 percent per hour 
until surgery can be performed. The Minneapolis Heart Institute (MHI) at 
Abbott Northwestern Hospital (ANW) has developed an AD Program with 
a goal of increasing recognition and more rapidly instituting treatment.

Clues to recognition
A focus of the American Heart Association guidelines for aortic disease is 
timely recognition of AD. On average, in the International Registry of Acute 

Aortic Dissection (IRAD), the median time for presentation to diagnosis of 
AD is 4.3 hours, with an additional 4.3 hours until surgical intervention. 
Given that delays may be even longer when patients are transferring from 
outlying hospitals, there is a need for a streamlined process to rapidly 
diagnose and transfer these critically ill patients. Unfortunately, delays in 
recognition do occur. In some cases the diagnosis is not established until 
autopsy, which illustrates how critical early recognition is.

Early recognition is best made by the clinician integrating high-risk 
historical features (known aortic aneurysm, aortic valve disease, family 
history of aortic disease, prior cardiac surgery), symptoms (severe, sudden 
chest/back pain), and exam findings (blood pressure discrepancy, pulse 
deficit, diastolic murmur suggestive of aortic regurgitation, or neurologic 
finding). The vast majority of patients with AD will have one of these 
clinical findings. Most ADs occur in males with a mean age of 62 years, 
though it can occur in patients across a wide age spectrum. Younger 
patients that have connective tissue disease may be afflicted, and although 
rare, females during or after pregnancy can be at risk. Overall incidence is 
approximately three per 100,000 people annually. Although more common 
in males, females typically present with AD at an older age, and often have 
more severe in-hospital complications and mortality. 

Significant delays in recognition can occur in patients with atypical 
presentations, such as those without pain, in females, and among those 
presenting to non-tertiary hospitals. Clinical suspicion is confirmed via 
diagnostic testing, most commonly computed tomography (CT) imaging—
though transesophageal echocardiography (TEE) or magnetic resonance 
imaging (MRI) could also be used.

Initial treatment
Once an AD is recognized, the principles of medical therapy include control 
of the patient’s blood pressure with beta blockade principally, but also with 
pain medications. At the time of transfer, the focus of the team is blood 
pressure and heart rate control preferentially with beta blockers. The goal 
of care during this early phase is to prevent the dissection from extending 
or rupturing by both lowering the pressure and by lowering the number of 
pulses being generated. This last point, limiting pulse generation, is one of 
the keys to using beta blockers over other anti-hypertensives.

If the patient presents to a non-tertiary hospital, it is imperative the 
patient move quickly to a facility with expertise in surgical treatment. If 
the ascending aorta is involved, (Type A AD), and the patient is a surgical 
candidate, then urgent surgery should occur. The corrective surgery includes 
graft replacement of the ascending aorta (often including the under surface 
of arch). With a Type B AD (where the tear starts in the descending aorta), 
consultation with a vascular surgeon is needed, and if high-risk features are 
present, such as ischemia of the mesenteric or peripheral vessels, then an 
urgent surgical procedure (often stent grafting) should take place.

Needs for improvement
Since AD is significantly less common than acute coronary syndromes, the 
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Acute aortic dissection
Timely recognition and multidisciplinary care
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We provide services tailored to your needs and
will do whatever it takes to get the job done.

Quality Transcription, Inc.
8960 Springbrook Drive, Suite 110
Coon Rapids, MN 55433
Telephone 763-785-1115
Toll Free 800-785-1387
Fax 763-785-1179
e-mail info@qualitytranscription.com
Website www.qualitytranscription.com

http://www.qualitytranscription.com/


clues suggesting the diagnosis are less evident and, without a point-of-care 
laboratory assay, the diagnosis is often delayed or missed. Death in AD 
is most frequently due to aortic rupture, and thus lifesaving surgery must 
be initiated before this occurs. The AD Program was created based on 
the same principles of the Level 1 Heart Attack 
program for ST elevation myocardial infarction, 
which emphasizes standardized and protocolized 
care in concert with a regional referral network 
resulting in rapid transport directly to the cath lab 
for emergent percutaneous coronary intervention.

Components of the AD Program
The multidisciplinary AD Program goals 
included standardizing diagnostic testing/
imaging, decreasing the time to diagnosis and 
surgical treatment, early and aggressive blood 
pressure control, rapid access to blood products, 
and standardizing intraoperative imaging and surgical techniques.

Once the diagnosis of AD is confirmed, a call through a dedicated 
emergency phone number is used to arrange transfer to the AD team, 
including cardiothoracic and/or vascular surgeons, cardiologist, and 
emergency physician. Image transfer is also a priority. Throughout this phase 
in the AD protocol, order sets (which specify blood pressure goals, including 
recommended doses of beta blockers) are utilized by the transferring team 
to standardize care between providers and hospitals within the same system. 
This process focuses the team on clinical priorities and ensures critical steps 
are addressed during the final preparation for surgery. (For current AAD 
protocols, install the MHI/ANW CV Resources App, which includes 

information on cardiovascular protocols, as well as a checklist on Aortic 
Dissection (AoD) Protocol. This latter checklist is also available at www.
tinyurl.com/mp-AD-Protocol).

While the patient is en route, a page goes out to assemble the surgical team, 
and to notify the emergency department (ED) and 
accepting units of impending arrival of an AD. With 
outside transfers, all surgical emergencies go through 
the ED, where the patient meets the emergency 
physician, cardiologist, and cardiovascular and/
or vascular surgeon. This allows time for massive 
transfusion orders to be placed, the operating 
room (OR) to be prepped, and the opportunity 
for repeat imaging if needed. The OR staff, led by 
the anesthesiologist, moves the patient from the 
ED to the OR and rapidly prepares the patient for 
surgery. The use of TEE for intraoperative imaging 

is universal and helps confirm the anatomy of proximal aorta and additional 
cardiovascular findings. These TEE findings aid in surgical decision-making 
regarding concomitant need for aortic valve surgery. Over the past five years, 
vascular surgery has been actively involved in all Type A AD. Selected patients 
with high-risk features, including branch vessel ischemia or descending 
aorta progression, are managed with a hybrid approach where a concomitant 
stent graft is placed at the time of ascending/arch repair. Following surgery, 
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Aortic dissection represents a  
high-risk surgical emergency.

Acute aortic dissection to page 324

• Customized and convenient  
scheduling

• Weekly, bi-weekly, 
semi-monthly, monthly, or 
occasional service

• Special events
• Post construction
• Move in/move outs
• Carpet and window cleaning

FREE ESTIMATES 
100% SATISFACTION GUARANTEED
2626 East 82nd Street · Suite #148
Bloomington, MN 55425

952-255-6994
www.reliabletwincleaning.com

OUR SERVICES INCLUDE: SERVING THE ENTIRE METRO AND 
SURROUNDING CITIES FOR 29 YEARS.

RESIDENTIAL AND COMMERCIAL CLEANING FOR MEDICAL PROFESSIONALS

Call today and receive 25% off 
on your initial cleaning when you sign up 
for recurring services.

Figure 1. CT sagittal view of a Stanford type B aortic dissection showing the true 
lumen separated from the false lumen by the intimal flap. 

http://www.reliabletwincleaning.com/


hospitalized patients are cared for by a multidisciplinary team including the 
surgical teams, intensive care, and cardiology.

Follow-up
An additional key component of the AD Program 
is systematic surveillance, including standardized 
imaging and clinical follow-up. Clinic visits 
emphasize blood pressure management with 
guideline-directed pharmacotherapy; work and 
lifestyle advice, including tobacco cessation; 
genetic screening in specific cases; and coordinated 
familial screening. AD is a lifelong disease that 
requires regular follow-ups to decrease adverse 
outcomes. Patients are at continued risk of 
progressive aortic expansion, new dissection, and 
aortic rupture years after the initial event (see Figure 1).

Patients undergo CT or MRI imaging prior to discharge, along with 
an echocardiogram, and tomographic imaging should be repeated at three, 
six, and 12 months, and then annually thereafter as suggested by American 
Heart Association’s aortic guidelines. Patients who are compliant with 
follow-up clinic visits and imaging have improved outcomes.

Successes
Data shows that both time to diagnoses and treatment of AD has improved 

with the implementation of the AD Program. Since the initiation of the 
protocol, the median time from outside hospital presentation to diagnosis 
decreased by 43 percent, and time to OR by 30 percent. For patients 
transferred from outlying hospitals, the overall time from arrival decreased 

by over six hours, a rather significant time in a 
condition that has a 1 percent/hour mortality. 
The 30-day mortality rate for surgical Type A’s has 
decreased and is at 14 percent for the last three years, 
while 30-day Type B mortality has decreased to 14 
percent overall. Additional improvements include 
almost all eligible patients receiving beta blockers 
at time of arrival and discharge, and intraoperative 
TEE is now used in all surgical cases.

Conclusion
Aortic dissection represents a high-risk surgical 
emergency that requires immediate recognition 

and streamlined management. Patients with AD present with acute chest or 
back pain, and clues to recognition may include high-risk historical features 
(aortic valve or connective tissue disease, family history of aortic disease, 
prior cardiac surgery) or physical exam features including perfusion deficit, 
diastolic murmur, or hypotension.

The AD Program was the first of its kind to systematically treat these 
high-risk patients with a multidisciplinary care team in conjunction with 
regional partners. This approach has led to earlier recognition, decreased 
time to treatment, and guideline-directed blood pressure and heart rate 
management. Additionally, MHI surgeons have adopted a hybrid approach 
to Type A AD patients, allowing cardiothoracic and vascular surgeons 
to work simultaneously, address high-risk potential complications, and 
reduce the potential need for future surgeries. Following initial treatment 
of AD, patients remain at lifelong risk for complications and benefit from 
ongoing surveillance and guideline-driven management of risk factors to 
ensure longevity.

Jasmine Curry, BS, is a physiology graduate from the University of Arizona, 

and worked at the Minneapolis Heart Institute Foundation summer intern 

program on aortic dissection research in 2018. She is now enrolled in the 

Wy’east Post-Baccalaureate Program at Oregon Health and Science University, 

where she will attend medical school.

Matt Pavlovec, RN, BSN, is the clinical coordinator for the CV Emergencies 

Program at Minneapolis Heart Institute/Abbott Northwestern Hospital, 

which includes the Level 1 STEMI, ECPR, and Aortic Dissection Programs. 

He brings over 20 years of combined nursing and paramedic experience in 

cardiovascular, critical care, and emergency medicine.

Kevin M. Harris, MD, is a clinical cardiologist, echocardiographer, site 

director of cardiology training, and the aortic dissection program at the 

Minneapolis Heart Institute/Abbott Northwestern Hospital. He is a member of 

International Registry of Acute Aortic Dissection.  
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Patients with AD present with 
acute chest or back pain.
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Northfield Hospital & Clinics is seeking a Family Medicine 
Physician (no OB) to join our growing practice in our Lakeville 
Clinic, conveniently located just off Hwy 35. 

Joining our independent healthcare organization allows you 
to advocate for patient choice while providing the best care 
for the individual. We use a team approach to provide 
seamless, integrated care with easy access to a variety of 
services and specialties.

Learn more  at www.northfieldhospital.org/careers or submit 
your resume to recruitment@northfieldhospital.org. For more 
information contact our Recruiter, Erin, at 507-646-8170.

Family Medicine

https://www.northfieldhospital.org/
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THE STRENGTH 
TO HEAL and get 
back to what I love 
about family medicine.

Do you remember why you became a family 
physician? When you practice in the Army or 
Army Reserve, you can focus on caring for our 
Soldiers and their Families. You’ll practice in an 
environment without concerns about your patients’ 
ability to pay or overhead expenses. Moreover, 
you’ll see your efforts making a difference.

©2010. Paid for by the United States Army. All rights reserved.

To learn more, visit healthcare.goarmy.com/kb60

Join the Best.
Join Entira Family Clinics.
Entira Family Clinics is an award-winning, physician owned 
and operated group of primary care, after hours care, and express 
care clinics serving the East Metro for over 50 years. If you want 
the opportunity to influence how your practice is run, then 
look no further. 

Where Generations Thrive®:  Our community-based clinics 
offer high-quality care specializing in family medicine and 
serve families at all stages of life.

| entirafamilyclinics.com |    |

Join our team today! 
For more information, contact:
Len Kaiser: 651-772-1572 or
lkaiser@entirafamilyclinics.com

MN Physician ½ page 0918

Northfield Hospital & Clinics is seeking a Family Medicine 
Physician (no OB) to join our growing practice in our Lakeville 
Clinic, conveniently located just off Hwy 35. 

Joining our independent healthcare organization allows you 
to advocate for patient choice while providing the best care 
for the individual. We use a team approach to provide 
seamless, integrated care with easy access to a variety of 
services and specialties.

Learn more  at www.northfieldhospital.org/careers or submit 
your resume to recruiting@northfieldhospital.org. For more 
information contact our Recruiter, Erin, at 507-646-8170.

Family Medicine

https://www.northfieldhospital.org/
https://www.goarmy.com/amedd.html
http://entirafamilyclinics.com/


Additional transparency requirements may be added by CMS
The need to support consumers by making cost information—including 
expected out-of-pocket amounts—available 
is also recognized by CMS. On July 12, 
2018, CMS announced release of a Request 
for Information (RFI) seeking comments 
regarding “whether providers can and should 
be required to inform patients about charge 
and payment information for health care 
services and out-of-pocket costs, what data 
elements would be most useful to promote price 
shopping, and what other changes are needed 
to empower healthcare consumers.” The RFI 
may be found at www.federalregister.gov with 
a search for July 12, 2018, or Agency/Docket Number CMS-1678-P. 

Specific concerns identified by CMS regarding price transparency 
include “surprise” bills for services provided by a non-network provider at 
an in-network facility and bills for services that are part of an episode of 
care but not part of a hospital stay, such as home health or therapy services.

Summary
Minnesota providers and health plan companies face steep new 
requirements regarding price transparency beginning in July 2019. Both 

must be prepared to offer best estimates of not only the cost of a specific 
service, but also of any charges and fees for related services that might 
be incurred as a result of the service for which the estimate is requested. 
Health plan companies are further burdened to provide an estimate of 

the portion of the fee that a member will pay. 
Primary care providers must further be prepared 
to publish information about their charges, and 
average commercial, Medicare, and Medicaid fee-
for-service reimbursement of a list of the top 25 
services they provide, with an emphasis on E&M 
codes and preventive codes.

Providers should start planning now to be ready 
to comply next summer. In many cases, the provider’s 
own data will not be sufficient to respond to provide 
a best estimate of costs.

Providers and health plans must also consider 
what new processes are needed to manage the flow of requests for the cost 
estimates; a timely response to a complete request must be provided in no 
more than 10 business days.

Nancy F. Nelson, FSA, MAAA, is a Principal at Cirdan Health Systems 

Consulting in St. Paul. Cirdan provides actuarial and data consulting services 

to health plan and provider clients, including extensive work with claim and 

encounter data.  
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Carris Health is a multi-specialty health network 
located in west central and southwest Minnesota. 
Carris Health is the perfect match for healthcare providers 
who are looking for an exceptional practice opportunity and 
a high quality of life. Current opportunities available for BE/
BC physicians in the following specialties:

• Dermatology
• ENT
• Family Medicine
• Gastroenterology
• Geriatrician 
• Hospitalist

• Internal Medicine
• Nephrology
• Neurology
• OB/GYN
• Oncology
• Orthopedic Surgery 

• Pediatrics
• Psychiatry
• Psychology
• Pulmonary/ 

Critical Care
• Rheumatology
• Urology

Loan repayment assistance available.

FOR MORE INFORMATION: Shana Zahrbock, Physician Recruitment | Shana.Zahrbock@carrishealth.com | (320) 231-6353  | acmc.com

Carris Health is the perfect match

“I found the  
  perfect match  
  with Carris 
  Health.”

 Dr. Cindy Smith,  
 Co-CEO & President of Carris Health

We are pleased to introduce Carris Health, a new entity launched in January to deliver high quality health care to West Central and Southwest 
Minnesota. Carris Health is a partnership between ACMC Health, Rice Memorial Hospital and CentraCare Health. This partnership allows us to reach 
beyond our individual capabilities to combine the talent and skills of all three organizations. Visit www.carrishealth.com for more information.

Information must be provided to 
the consumer or enrollee within 

ten business days.

https://www.carrishealth.com/
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Family Medicine &  
Emergency Medicine Physicians

• Immediate Openings
• Casual weekend or evening shift coverage
• Set your own hours
• Competitive rates
• Paid Malpractice

Great Opportunities

763-682-5906 | 763-684-0243 
michelle@whitesellmedstaff.com

www.whitesellmedstaff.com

Established in 1916, physician-owned and led Mankato Clinic is 100 years 
strong and seeking Family Physicians for outpatient-only practices. 
Over 50% of our physicians are involved in leadership positions and make decisions for our 
group. Full-time is 32 patient contact hours and 4 hours of administrative time per week. 

Four-day work week available. Clinic hours are Monday-Friday, 8 a.m.-5 p.m. OB is optional. 
Call is telephone triage, 1:17, supported by a 24/7 Nurse Health Line. Market-competitive 
guaranteed starting salary, followed by RVU production pay plan. Benefits include 35 vacation 
/ CME Days annually + six holidays, $6,600 annual CME business allowance and a generous 
profit-sharing 401(k) plan. 

We’re just over an hour south of the Mall of America and MSP International Airport. 

If you would like to learn more about building a Thriving practice, contact:

Dennis Davito  
Director of Provider Services
1230 East Main Street  
Mankato, MN 56001
507-389-8654
dennisd@mankatoclinic.com

Apply online at www.mankatoclinic.com

with a Mankato Clinic Career

(605) 333-6852 · www.siouxfalls.va.gov

The VAHCS is currently recruiting for the following positions:

Working with and for America’s Veterans is a privilege and we 
pride ourselves on the quality of care we provide. In return for 
your commitment to quality health care for our nation’s Veterans, 
the VA offers an incomparable benefits package.

Sioux Falls VA 
HEALTH CARE SYSTEM

Cardiologist
Endocrinologist
Neurologist
PACT
Physiatrist

Psychiatrist
Psychologist
Pulmonologist
Women Health Director

Emergency Medicine (part-time)

ENT (part-time)

Gastroenterologist (part-time)

Urologist (part-time)

apply online at www.USAJOBS.gov

Urgent Care Physicians
HEAL. TEACH. LEAD. 
At HealthPartners, we are focused on health as it could be, 
affordability as it must be, and relationships built on trust. 
Recognized once again in Minnesota Physician Publishing’s 100 
Influential Health Care Leaders, we are proud of our extraordinary 
physicians and their contribution to the care and service of the 
people of the Minneapolis/St. Paul area and beyond. 

As an Urgent Care Physician with HealthPartners, you’ll enjoy: 

• Being part of a large, integrated organization that includes many 
specialties; if you have a question, simply pick up the phone and 
speak directly with a specialty physician

• Flexibility to suit your lifestyle that includes expanded day and 
evening hours, full day options providing more hours for FTE  
and less days on service

• An updated competitive salary and benefits package, including 
paid malpractice

HealthPartners Medical Group continues to receive nationally 
recognized clinical performance and quality awards. Find an exciting, 
rewarding practice to complement all the passions in your life.  
Apply online at healthpartners.com/careers or contact Diane at 
952-883-5453 or diane.m.collins@healthpartners.com. EOE

http://www.whitesellmedstaff.com/
https://www.siouxfalls.va.gov/
http://www.mankatoclinic.com/
https://www.healthpartners.com/hp/careers/index.html


Workshop is familiar with improv. Watching successful improv is to see a 
group of people creating a safe, supportive environment where exceptional 
teamwork is employed to address a challenge 
together. Practicing the principles of improv can 
help drive collaboration within everyday work 
scenarios. Improv principles map beautifully to the 
process of change management, which requires an 
open, learning-based environment.

Improv has a performance style with many 
layers of complexity, but these few key components 
of improv can be used to effectively create a 
collaborative environment for change management 
and conducting small tests of change:

• Always say “Yes, and…” rather than “No” 
or “But” to any idea. This honors and validates others’ contributions, 
creating a supportive environment for new ideas to develop and 
thrive.

• Choose to always move forward. Embracing change is not optional, 
it’s a requirement to survival. Phrases like “If not this, then what?” 
help people consider new options when they are stuck.

• Make your partners look good. Encourage participants to see 
themselves as interconnected and dependent on each other for success.

• Genuinely listen and support others by discontinuing habits of 
negating, ignoring, or refusing ideas.

Physicians who have participated in ICSI’s workshop Prime the Pump: 
Activate the Team, Accelerate Improvement often report back that they’ve 

learned new ways to collaborate with their staff 
and lead teams to co-create stronger, more positive 
change. Participants feel much safer making 
suggestions, and the atmosphere of teamwork that 
improv brings presents change management in a 
supportive, positive, and, often, joyful light.

Conclusion
Change management in health care needs a 
makeover. Physicians can support this by using the 
four steps to engagement. Clarifying the “what,” 
team ownership of the “how,” and embracing ideas 

and testing them together builds a collaborative process for an iterative model of 
change. Adopting improv tools is one way to help create a team-based mindset 
and empower teams to change the system in a profound and meaningful way.

Claire S. Neely, MD, FAAP, is chief medical officer at the Institute for Clinical 

Systems Improvement (ICSI).

Sarah Horst, MA, is a project manager/health care consultant at ICSI.  
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Too often, what organizations 
call “change management” 

are actually top-down 
management mandates.

3Change management from 25

Minneapolis VA Health Care System 
Metro based opportunities include:

• Chief of General Internal Medicine
• Chief of Nephrology
• Cardiologist
• Internal Medicine/Family Practice
• Urologist
• Psychiatrist
• Tele-ICU (Las Vegas, NV)

For more information on current opportunities, contact:
Yolanda Young:  Yolanda.Young2@va.gov  •  612-467-4964

One Veterans Drive, Minneapolis, MN 55417   •   www.minneapolis.va.gov

US citizenship or proper work authorization required. Candidates should be BE/BC. Must have a valid medical license anywhere in US. Background check required. EEO Employer.

Possible Education Loan Repayment • Competitive Salary • Excellent Benefits • Professional Liability Insurance with Tail Coverage

Hibbing VA Clinic
Current opportunities include:

Internal Medicine/Family Practice

Ely VA Clinic
Current opportunities include:

Internal Medicine/Family Practice

Practice Opportunities throughout Greater Minnesota:
Our nation faces an unprecedented number of  individuals who having served their country 
now receive health care benefits through the VA system. We offer an opportunity for you 
to serve those who have served their country providing community based health care 
in modern facilities with access to world-leading research and research opportunities. 
We provide outstanding benefits with less stress and burnout than many large system 
policies create. We allow you to do what you do, best – care for patients.

https://www.minneapolis.va.gov/
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Join a provider-driven not-for-profit organization in our Cook, MN 
location. Work in a well-established, modern facility. Participate in 
on-call schedule, share in-patient and after-hours care, (no OB).  
BC/BE and current or eligible for MN license required. National 
Health Service Corps loan repayment potential.

WORK-LIFE BALANCE:
•  Competitive salary •  Significant starting & residency bonuses 
•  4-day work weeks  •  51 annual paid days off

Ski, hike, run, fish, canoe, kayak, camp and more in nearby state 
parks, Boundary Waters Canoe Area, Voyageurs National Park  
and Superior National Forest. 

Please contact: Travis Luedke, Cook Area Health Services, Inc.,  
20 5th St. SE, Cook, MN 55723  
tluedke@scenicrivershealth.org 
218-361-3190

PRACTICE WHERE BEAUTY  
SURROUNDS YOU

Family Practice Physician

A Place To Be Your Best.

Dr. Julie Benson, 
MN Academy Family Physician of the Year

• Independent/growing system
• Located in the heart of lakes country, Staples, MN
• Critical access hospital with 5 primary clinics and a senior living facility
• 15 family medicine physicians and 16 advanced practice clinicians
• Competitive salary, benefits, and sign-on bonus available

Contact Michael Paul at 218.894.8633, or 
michaelpaul@lakewoodhealthsystem.com

POSITIONS AVAILABLE: 
OB GYN & FAMILY MEDICINE – Full-scope practice available 
(ER, OB, C-Section, Hospitalist, Clinic)

St. Cloud VA
Health Care System
Brainerd | Montevideo | Alexandria

US Citizenship required or 
candidates must have proper 
authorization to work in the U.S. 
Physician applicants should 
be BC/BE. Education Debt 
Reduction Program funding 
may be authorized for the health 
professional education that was 
required of the position.  
Possible recruitment bonus. EEO Employer.

Competitive salary and benefits with recruitment/ 
relocation incentive and performance pay possible.

For more information:
Visit www.USAJobs.gov or contact
Jane Blommel, STC.HR@VA.GOV

Human Resources
4801 Veterans Drive, St. Cloud, MN 56303

(320) 255-6301

Opportunities for full-time and part-time staff
are available in the following positions:

• Physician (Care In the Community/ Integrative Whole Health)

• Physician (Hospice & Palliative Care)

• Physician Psychiatrist (Mental Health)

• Physician (Hematology/Oncology) Part-Time

• Physician (Pulmonologist) Part-Time

• Physician (Orthopedic Surgeon) Part-Time

• Physician (IM/FP) St. Cloud MN

• Physician (IM/FP) Brainerd MN

• Physician (IM/FP) Montevideo MN

• Associate Chief of Staff/ Education  
   (Office of the Director)

• Associate Chief of Staff Primary & Specialty   
  Ambulatory Medicine

http://www.scenicrivershealthservices.org/
https://www.lakewoodhealthsystem.com/
https://www.stcloud.va.gov/


• Physically back up files outside of the network each day. Make 
a copy on electronic media or an encrypted external hard drive. 
Maintain the files in a secured location, preferably off-site or on a 
firewall-protected network or “cloud,” and periodically test them.

• If you experience a ransomware attack, notify all system users and 
shut down the systems as soon as possible to contain the spread. 
Notify the local FBI office and/or file a complaint with IC3 (www.
IC3.gov). Notify your insurance carrier to determine coverage. 
Recovery will almost always require the help of outside experts.

Education

Provide all employees with ongoing education to combat these threats. 
Consider the following:

• Provide explanations and examples of the social engineering tactics 
currently being used by cybercriminals, particularly in the health 
care sector.

• Exercise vigilance regarding emails, unsolicited phone calls, or in-
person interactions that attempt to get them to reveal personal or 
sensitive information, or that require going to an unfamiliar website 
or installing an unfamiliar program. Do not be afraid to question 
and/or challenge strangers or unusual requests, and always verify 
the identity of the requestor rather than taking people at their word.

• Be wary of unsolicited postal mail and unexpected emails, 
especially if they are requesting an urgent action. Always verify 

unsolicited messages through a different means, such as a phone 
call or face-to-face conversation.

• Refrain from opening links or attachments in emails from 
unknown sources.

• Involve your manager if you have any doubts or concerns.

• Do not use unknown or potentially compromised thumb drives 
that might contain malware.

• Require ID badges to be worn; inconsistent enforcement allows a 
social engineer to merely say they forgot their ID badge.

Summing up
Cybercriminals are becoming increasingly sophisticated, and health care is 
a prime target. Assess the security of your computer systems and enhance 
them as needed. Train your employees on an ongoing basis. Develop and 
practice contingency plans for these attacks. Given the scope and impact 
of the threats posed by modern cybercriminals, consider retaining outside 
security support as needed.

Ginny Adams, RN, BSN, MPH, CPHRM, is a senior risk consultant for 

Coverys, a medical professional liability insurance company. She has a 

background in critical care nursing, nursing administration, performance 

improvement, regulatory compliance, and risk management.  
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Boynton Health is a national leader in college student 
health. We serve the University of Minnesota, delivering 
comprehensive health care services with a public health 
approach to campus well-being. Our patients are motivated 
and diverse undergraduate, graduate and international 
students, faculty and staff.

On campus, you will have access to cultural and athletic 
events and a rich academic environment. Boynton is readily 
accessible by transit, biking and walking. With no evening, 
weekend or on-call hours, our physicians find exceptional 
work/life balance.

PHYSICIAN

 

To learn more, contact Michele Senenfelder, Human Resources 
at  612-301-2166, msenenfe@umn.edu 

Apply online at http://www1.umn.edu/ohr/employment
and search Keyword 324537.

The University of Minnesota is an Equal Opportunity, Affirmative 
Action Educator and Employer.

Change Lives

410 Church Street SE, Minneapolis, MN 55455 612-625-8400 www.bhs.umn.edu

Boynton Health is seeking a Full-Time Physician with a 
Sports Medicine background to work in our Primary Care 
and Urgent Care Clinics. We have in-house mental  health, 
pharmacy, physical therapy, lab, x-ray and other services 
to provide holistic care of your patients. This position 
offers a competitive salary, comprehensive benefits, CME 
opportunities and a generous retiremetnt plan. Professional 
liability coverage is provided.

https://humanresources.umn.edu/


STAY FOCUSED 
AMONG THE DISTRACTIONS.

M E D I C A L  P R O F E S S I O N A L  L I A B I L I T Y  I N S U R A N C E    A N A LY T I C S    R I S K  M A N A G E M E N T    E D U C AT I O N

Insurance products issued by ProSelect® Insurance Company and Preferred Professional Insurance Company®

Minimize the things that get in the way of why you’re in healthcare to begin with.
A focus on reducing lawsuits is just one way we do this. For more information or your nearest agent, 
contact us at 800.225.6168 or through coverys.com.
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University of Minnesota Health is a collaboration between University of Minnesota Physicians and University of Minnesota Medical Center.
©2018 University of Minnesota Physicians and University of Minnesota Medical Center

Visit: 
MHealth.org/gendercare

For referrals and appointments, call: 
612-676-4227

University of Minnesota Health 
Comprehensive Gender Care

We support patients wherever they are in their transition.  
Our coordinated team provides world class therapists, hormone therapies 
and, if desired, chest and lower surgeries. And we are the only healthcare 

system in the Twin Cities to offer gender confirmation surgeries. It’s the kind 
of care patients deserve through this very important life journey. 

is for gender care

https://www.mhealth.org/care/overarching-care/gender-care



